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Abstract

Some Host-based Intrusion Prevention Systems (IPS) observe Windows APIs and system
calls issued by the target programs and detect their anomalous behaviour to prevent intrusions
by malwares. Most of such malwares firstly exploit vulnerability of the system to feed small
programs called shell codes. These shell code preempt processes to pull the main bodies of
malwares. The target to detect anomalies is such behavior of the malware.

In this paper, the authors analize and classify actual shell codes obtained from CCC DATAset
2008 as the basis to develop an IPS.
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