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Abstract In this paper, we propose a novel unpacking tool which can automatically extract
the original code of a packed malware. A conventional tool hooking page-fault handler cannot
run on the virtual machine which does not correctly implement TLB. Compared with it, our
tool can run on it by more sophisticated monitor, which do not need TLB, for memory access.
Additionally, even if the malware were multiple-packed i.e., two or more candidates of the original
code were extracted by the previous process, our tool can specify the original code of a malware
by calculating the likelihood of the compiled code model from given candidates. Experimental
results with the malware sample of CCC DATAset 2008 show that our tool could extract some

code regions as the candidates and specify the original code from them.
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