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Analyzing Malware with Stealth Debugger
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Abstract In this papar,we introduce Stealth Debugger, an effective approach that stealthily
debug malware that has anti-debug tricks. Stealth Debugger monitors programs running on
guest OS from safe position, outside of OS and analyzes these programs by controlling virtual
hardwares of the virtual machine monitor. Debugging functions of Stealth Debugger are totally
independent from general OS and CPU debugging support. Therefore, we continue with analyz-
ing malware without being detected by various malware debug detection techniques. In addtion,
Stealth Debugger has signature breakpoint that capture characterictic instruction’s execution
of programs running on guest OS. The signature breakpoint is adopted for unpacking malware
by capturing the moment of jumping to original entrypoint. To demonstrate its effectiveness,
we implemente that system and evaluate it with CCC DATAset 2008 malware.
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