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Study for Detecting Bot-Infected PC based on behavior of
DNS query

Yoshiki Higashikado, Satoru Torii
Software and Solution Laboratories, Fujitsu Laboratories LTD.

Abstract : We analyzed the attack communication data of CCC DATAset
2008, focusing to DNS query which the honeypot sends to. In this paper, we
clarify the feature of the DNS query from infection of bot to activity. The
feasibility study of the detection method was also presented. As a result,
unknown activity of bot has been extracted, such as solving various hosts’
name and an internal hosts’ name. We think that those feature are valuable,
as they means the communication of early stage of infection and they

cannot be got by the code analysis.
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