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Abstract This paper describes a study of controlled malicious softwares (Bots) activities included in
CCC DATAset 2008 based on our state transition model of common bots. Bot variants are generated for
a shorter period than traditional computer viruses and bot’s features are frequently changed. We focused
common sequence of bot’s actions and built a state transition model soon after bot infections to detect
new bot variants. In this paper, we analyzed CCC DATAset 2008 based on our model and confirmed

that bots activities are accooding to our model if bot communications are not failure.
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