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Analysis of Bot Activities Based on Malware Transfer Records
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Abstract Bot threatens Internet users’ security with malicious behaviors. The new varieties of botware
appear everyday. Since those bots conceal their existences and activities, it is difficult to defend from
them. Properties of the general botware are not well known, although knowing their trends is necessary
in taking actions against them. In this paper, the event logs of malware activities, on some hosts within
Japan, were analyzed. By classifying them in terms of geographic locations where the bots actually came
from, relationships were discovered between the infections and Internet trends in Japan, such as network
topologies and traffic trends. Also, it was found that the attackers update their botware often enough,

to avoid from being detected by anti-malware solutions.

1 0000 0000000000000 0000000000

00000ooooo0o0g [jooooooooo

uoboobooboooooooboobooobo 0000000000000 0000000000

gogobbboooooboboooobobbooon 0000000000000 0000000000

uoboobooboooboobooboooon 000000000000 0000000000n
oobOoobooboooboooooooooon O0000000000000000000000

gbgboodgbobooboouobooobabood 0000000000000 000000000



00000000000 DODOO0O0O0O CCC DATAset
20080000000 (booooooooooo)
ooboooobooooooooooooboooon
oooobooboooobobooonog
oobsO0b000boboobobboOo2000000
obooooooooooooooobooooon
oobOoo3boooooooooooooooon
goooooooooooobooboo4b000D0O
uboooobooobooboooboobooobooo
uoboobooooooooobooboooon
ooooooooooobosobbooobooon
gooooooboooboobooooboboobo
uoboobooboobooobennoooon
gboooooboooooon

2 OOooono

oobOoooooooooboooboogooooon
11200000000000000000 20070
110100020080 40 300006000000
ooooboobon 294222100000000

ooboooooooobooobooobobooooboono
O0o0ooooooooooooo 8o

1. 00: 0000000000000 OoD (O
0000o0)oo0oooo

2.00:.000000D0000O0ODODO0ODOO
goboobooboooooobooboon

3. 00:00000000000000oboOooD
gbooboobboobbooboooboo
goooboobooboooao

gbgboobobooboboboobaooooa
gboboooboboobooobooboboooo
gooooood

21 00000

000Do00oDoooooooooooooooon
ooooooo

o [10]

e JOOODOODDO

e JOOODO

e JOOODO

e J0OOO
goooo

e JOOODOODOO

e JDOOODO
gboooooooboooboooooboooboon
oboooobooooooobooooooboooooon
ooooobooboobooooooooooo
gbooooboooboooboobooooooon
obooooooooobooboooooooobo
oboobooobobooobooboboooboobon
gboooooooboooboooboooooobn
gbooooooooooooobooobooooon
obooobooooooobooooobobooDbn
obobooooooooobooooboooobooobo
gboboooboooooobooobooboobn
gbooooooooooooobooboooobon
ooooDoDOO UNKNOWNOOOOOoOooooo
gbooooooooooooooooooooo
gbooooooobooobooboooobooooo

22 000O0obbOoboooobo

ooboooboooooobobboboobbooobooboo
oboooboooboooboooobobooooboooboo
gbobooobooooooobooobooo 100
oooboooooooboooboooboooooon

BET
J—R _ /
=i 2.8~ =i
g it 0

W35/ —k
P % 3

EEELAWASIN
Ty g%

U 1gboobooboobooboo

oooooboooooooooooboooboooobDo
gbbooobooobooobooboobooooon
obooooooooooboooboooboooon
obooooobooooooboooog
oboooooooooboooboobboooogoo
gbboooboobooboooobooooboooobo
oboooboooooobooooobooooboooon
oogoooooooobobbbbobooooooooo
ooIpO0O000O00DOOO0OOOODOOOODO
gbbobooobooboobooboobogooon
obooooooooooooooooooogoon
ooooobooboboobooooooooooo



ooooooooooooboooboooboooo
Oo0000oooOo0OooooOoOoogNAPTOOOO
oobooooOooooobOoobOoobOoooon
gooooboooooon
goboobooooooobooboboooooo
ocoooooooooooboooooboooTIp
oobooooO0ooooobooobooooobooooon
oobooobooobooooogooooooooon
uobooboobooooooooooooon
oboooboooobooboo
odooooooobooooooooooooao
goboooboooooooooooooobooooo
gboooooboooooao

23 0O000OO

0000000000000000000000
00000000000000000000000
00000000000000 MaxMind 0000
00 GeolP[4]00000

3 dubbobougoobobogoad
HRERN

3.1 ODuogoobooboogon

o200000000000D0O0O0DbOOO
gobooooooooooooooooooooon
obOooooooboobooboboobo122,3990
000 42%)00000000000000000
2,819,8220000 (95.8%)00000000O0OODO
obooooooboooooooooooooon
ooo0O0 259,742000000042,197 0000
(162%)00000000000O00O00O0O217,545
000 (83.8%)000000000000O0U0ODODOO

obOooboobooboooooboooboooo
oooooooooooooooooooobooon
oooooboooboobbooboboooooooo
gbobooooooo 20000000000 20
gooooooo

oobooooboooboobobooboboooboooo
000030000000000000000 JP(O
0)0000002000200000000000
040000

&)
8000 -

6000
4000

2000

JP US KR FR TW DE PL CA CN RO ES GB IT DK BR RU FI SE CH HK

U20000000000b0Ob0oOon

(&)
200000
150000:—

100000

50000 -

0
JP TWCN PH IN MY HK TH KR AU US PK ID IP DE LK FR VN NZ CA

U3 000bo0oooboobooon

3.2 U0O0oOoooOOoO0OOo0oooagd
gboogao

0000000000 207,241000 (000 79.8%)
gddotdooboobouoooboobooood
00ooooooooooooooooooooo
oooooooooo

O5000000000000000 [5] Agobot
gddoddoodooooouooooooooon
Agobot D00 OIUOODOOOUODOODOOOOOOODO
0000000000000 0004d0 mFakeMsg
gdoooddoodoouoouoooboooo
000000 m.cScanner O HandleCommand O
0000000 mFekeMsgOOOOOOOOOO
szLocallp 00000 ClassBOOOOOOODOOO
0000000000 OszLocallpO0OOOO00IPO
odooooooo0odoooooooooooo
O00U00D000O0dOAgobotO0O0OOOOOOO

oooooIpPOd0O0OO0O0O0OOOOOOOOOO
00000000000 (Internet Registry) 00O



)

8000 -
6000
4000 -

2000

TW CN PH IN MY HK TH KR AU US PK ID IP DE LK FR VN NZ CA

04 00000000000000 (2000)

4 N

//0000 ClassBOOOOOOOOO0OOOOOO
//0000000D000 10000000ms OO0
mFakeMsg.sChatString.Format(“.scan.dcom
10000000”, szLocallp);

//00000

g-cMainCtrl.m_cScanner.

HandleCommand (&mFakeMsg);

%s/16

/

O 5 Agobot OO OOOODOOOOODOO

oboboobooboobobooboooIp0OO0OO
oobooooboooboooboooboooboooo
uboboooooooboooooboooboobn
oobooooOoooooooooooooooon
ooboooboooboooboooooboooobooobo
ooboooboooooooooobobooooooo
bobooboooboooooooboobooogoon
oobOooooOooboooboobooboooon
oooooobooooooon

3.3 LDUuooobbooogbobooad

g200300000000000000000O¢0
O000O00O0oUooOooooous(ooo)oo
94.3%,KR(ODO) 00 92.0%0 000000000
O000000000000o0oooo0 96.4%,PH(
00000)009.1%000000000000
obooooOoboooooboooon

goboobooobogooboooooooooo
uoboobooboobooobooboboooon
oooobooobooooooooooobooooon
ooboooboooboooboocoobooooooon
OOOO0NAPTOOOOOOOOODOOOOOOOO

oooooboooooobooboooboooDo
gbobooooboooobooboobooboooon
000000000 ooOOoOooooOoNAPTOOOO
oboooobooooooboooboboobo0oooo
obooooooooooboooboboobooobo
gbboooboooboooboboooboobooobo
obooooooooon

4 UO00U0oooboooooon
oooon

goooooooobbobobbood
HEN

4.1

godoooooooooboooooboooon
gddooooboooooouoooooooon
Odoo0oooooooboooooooooooo
gooo0ooooooooooon

000000000000 oo0o0 AO000 A+1
gdooooooooooboooooooon E(h)
00000 oOoO000o0o0oobooOooOoOo AhO000 A+1
godooooooboooooooooooooa
TPy 00
Tﬂm:‘%%L*
Zn:oE(n)
oooo

0000o0ooo T™W(([@OO)ooooooooo
gooooooooooooooednoono

06 00000000D00DOO0O0OO0O00O0OO0
ooog

4.2 0OO000O0O0OO0O0OOO0OOoObbOOan
oboooobooo

obobooooooobooobooboooboboon
guobgoogboobooboaobgoobdaogaoa
gbooboooboobbob 210000230000



O00o0doooooooooooogiIspooOO
0000 NSPIXP2O0OOOOOOOOOOOOO
OO0 (600000 32000000000000
oooooobOooboooboobobooboobo
CODOoO0ONSPIXP2OOODOOOOOOODOO
obooooooooooooooobooobn
oobOoobooboobooboooooooon
goboooooooooooooboobooobo
goo
goboobooboooboboobobooooao
ooooobobOooooobooobooooooon
XO0Ooooooooboooboooboobobooobo
uobooboobobooboobooboooo
oobooobooooooobooooboooooooon
gbooobooboooobooboooobooooono

5 Uobuobooboodobod
O

5.1 U0odboboobododad

obooooonoooon 2942221000000
0000000028.10%0000 826,9620000
Ub00b0cO0b0O0b0O0ob0ooboboobobon
a0000000O0O0OOIPODOOOODOOOO
ooobOoobOooooooboooboooboOoon
00000 878,084 0000 94.1%0 000« 0O
ubdboobobobe0bobooboobooooon
oobooboobooooooooooooon
oobooooooooooboooooooooon
oobooobooboooboobooobootdegon
bobooboboooooboooobooooono

Or70bobodeb0O0O0O0O0OOOO0O0DOOOO00
oooboooooooobooboooboobooboooon
ooooooooooooooobboooooo
0000000 «O00000O000 UNKNOWN
ooboooooooooooobooobooOoooon
o000000DO0O0OO0DO0OOO0 «OOOOOOO
uobooOooob e0O0bOO0OO00bOO0O0bO00DbOb
UabO0O00O00

oobooobooooooboooooboooboboon
goooooooooboobooooboooo
gobobooobooooboooooobooboooooo
oooooobooooooooooooono 20070
110100000 70000010000 800O0O

EEARASh R

JAILRE

1421345 6780911111111 1{12 222222
0| 1f 2| 3| 4] 5| 6| 7| 8| 9| Of 1| 2| 3| 4| 5| 6]

HE o
HF

" EI.-
TROJ_
aHost M :E

ADJT p—

ADJX fu e

TROJ ADRP

AGENT ADRQ

AERN f——

MIT I.--
R4

EERSh - 2R
D/ 5—oE#H

U 7ndbdcebdboobooboobonoo

00 1400000 20000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00 (00000000)000000000000
000000000TROJ.QHOST.EJOO 150
00000000000000000000000
0000O0000O0OO00O00n
0000000000000000000000
000000000000 [7)00000000000
TROJ.QHOST.EJO OO0 TROJOOOOOODO
00000000000000QHOHTOOOOO
00000000000000000000000
00000000000000000000000
000000000000000000 EJOOOO
0000000 TROJ.QHOSTOOOOOOO
00000000000000000000000
00000000000000000000000
00000000000000000
000000 «00000000000000
000000000000000TROJ.QHOST
00000000000 1100000 HE,HFO
00000000000000000000000
00000000000000 140000 1500
ooooo EBJ,JM,JD,JS0000000000
000 19000000000000000000
0000000000000 KBOOOOOOOO
0000000 230000 KXO00OO0O0O0000



O0000000000000000000

00000000000000000000000
TROJ.AGENTOO 1000030000000
0 ADJT,ADJX,ADRP,ADRQO 000000
0000000200000 AERNOODOOOOD
000000000 000eO0000000000
000000 40000000 TROJ.AGENT O
00000000000 700000 ADJX,O
11,1200000 AERN0O00O0OOO0OOOOOO
0000000 1700000000000000
0O MITOOOOOODO

5.2 U0OO0OOLOOOOOO0OOODbOOOO
gogobobooooobooogo

0000000000000 0000O00O0
0000000000000000000000
000000000000 TROJ.QHOST 000
HE,HF,JY,KX 0 TROJ.QHOST.KX 00OC
0000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000002300000
000000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
0000000000000

6 oo

ooboooooooooobooobooooooo
ooboooboooobooboooboooooooon
gbobooboboooobobooogooboo

ooooboooboooboobooooooooo
obobooooooooobooooboobooooon
oooooboooboobboobobooooooobo
obooboobooboobooooooooo
oooooobOooooooooooobooooon
oooooboooooooboobooobooooo
oooooboooooooooooooooooo
O NAPTODODOOODOOOOOOODDOOCODOO
ooooo

ooooooboooboobooboobobooo
gboboooocoooboboboooooooo
oboooooooooobooobooboooooon
oboooobooooooobooooboooobooooo
obooooooooooobooboooooooo
gbboooboobooboooooboooboooobo
obooooboooooobooobooobooon
gbooooobooooooobooooooo

dooooooboooooooooobooooo
gboooboobooboboobooboooboon
ooobooooobooooobooooboon
obooooooobooboobobooobooobo
gobooooooooobooobooboobn
gbooooooobooboobooboooobo
oboooooooooobooooooooboooo
obooooooooooboobooboooboo
gboooooooboobooooboobooobn
gboooooooobooo

oboboooooooooooboobooboboon
oooooooooboooooboooooooobo
goboboooooboooboboooboboon
ooboobOoooooooobooobooOooon
oboooobooooooboobboobooooDo
gbooboooboobooboobooboooo
gboooboooboooboooboobogooon
oboooooooooobooobooboooon
oboooobooooooooboooooooboooo
gooo

goon

[1] Trend Micro. ooooooooooao
000 oooooo oo o g, Oct 2006.
http://jp.trendmicro.com/imperia/md/
content/jp/threat/specificsolutionsy
/trendphishingwhitepaper.pdf

2] IPA. DOO0OO0O0O0DO0O0O0OO0OO0O0DOOO0O0, Feb
2008. http://www.ipa.go.jp/security/isg/bot.
html.

[3] Paul Bacher,Thorsten Holz,Markus Kotter,Georg
Wicherski. Know your enemy: Tracking botnets,
May 2005. http://www.honeynet.org/papers/
bots/.

[4] MaxMind. GeolP, 2008.
com/app/ip-location.

[5] V. Yegneswaran P. Barford. An inside look at bot-
nets. Special Workshop on Malware Detection, Ad-
vances in Information Security, Springer Verlag,
2006.

[6] WIDE Project. NSPIXP2 Traffic, Sep 2007. http:
//nspixp.wide.ad.jp/2/.

[7] Trend Micro. goooooooog, 2008.
http://jp.trendmicro.com/jp/threat/threat_
types/name/.

http://www.maxmind.



