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Abstract A botnet is composed of multiple command and control (C&C) servers to distribute bot codes and
control commands efficiently. A scheme of parallel C&C servers persists against an antivirus (AV) software. It is
hard to remove the all bot codes from an infected PC because of the multiple infection, the multiple functions,
the update to new code, and the invalidation of AV functions. In this paper, we investigate into the robust
mechanisms of the botnet: (i) the parallel structure of the C&C severs and (ii) the parallel management for the
bot code on the Internet. Also, we investigate into the robust mechanisms of the bot code: (iii) the number of
infected bot codes, (iv) the variety of bot functions, (v) the update function, and (vi) the anti AV technique.
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