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Abstract In this research, we monitor and control the string manipulation functions of the Win32 API, and suggest a way
of obtaining commands of target BOT. In the study of anti-BOT, it is important to know not only the behavior of BOT when
infecting, but how it runs after infection by the commands from herder. Grasping all behavior of BOT including operation after
commands reception is possible by static analysis, but getting all information in a short time is difficult. Also, it requires many
analysis engineers to analyze and process the enormous amount of BOT. The system suggested in this paper solves these
problems and enables us to get BOT commands quickly and automatically. In the early experiments, we confirmed the system

extracts the commands and sends them to BOT automatically, and analyzes the behavior of BOT after the reception of each

BOT command.
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