B RSB E A LT

NIy RIERZAEIT

Ay MG/ — F~OfFm 8 L ORISR O AL
flvhgs ST D fERET e T

/N 5L T2 g A T2 SHEI=
T 1) (BR) B XL BUERT v AT LBIRAFSERT
T 212-8567 #43)I| L) 117 7 52 X JEE =5 /890
T2) HiERF
T259-1292 &)1 db4: H 1117

BE T4, ANy bOHREORKERES, a— FoFl, BEORKE(LREIZL > T, #EkD IDS
RTANVAKIR Y 7 e EORRFILETEE &2V EESEIMERICSH D, Frlcxry hv—7 k
TOXKICBWTIE, B LBEICEIBENRERBEEL 2> TR, XF—r~oyTF 7LD
IRV TIEORENIEL o TV D, RETIHE, Ny MESR ) — Rk 28EED TR z251k) %
R, TFEOR Y NOIEENZBN AR E OEREMRTH. £, TOELETFHI VI T 7 4>
IIERy FOIEEN B LE Ay FEHIHL, Ny MY — FBLORIS T —OHEELZIT D .

F—U—F KRy b, FIFEESE, "gk,

Visualization of the commands and responses of botnets focused on
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Abstract: In recent years, many bots has a large number of variants and uses code obfuscation and encryption
channels to evade existing IDS and anti-virus software. In particular, encryption channels can prevent
network-based approaches from analyzing packet contents, and therefore demand for the development of new
detection methods that does not rely on pattern matching is increasing. In this research, we visualize the
communication of bots and reveal the features of their activities. Then, we extract packets related to the bots
activities from traffic based on the features, and identify the hosts infected by the bots and the command servers.
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