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Improving Isolated Sandbox using Fake DNS Server

Shinsuke MIWA Daisuke MIYAMOTO# Hiroaki HAZEYAMA?
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fNational Institute of Information and fNara Institute of Science and Technology
Communications Technology 8916-5, Takayama, Tkoma 630-0192, Japan

4-2-1, Nukui-Kita-machi, Koganei 184-8795, Japan

Abstract Recent viruses, worms, and bots, called malwares, often have anti-analysis functions
such as mechanisms that confirm connectivity to certain Internet hosts. Although, to avoid any
impacts to/from the Internet, we conclude that analyzing environments should be disconnected
from the Internet. We discuss how malwares can be kept alive in an analyzing environment
by disabling their anti-analyzing mechanisms on isolated sandboxes. To reconcile these cross-
purposes, we designed an isolated sandbox with fake DNS server that called “NINFD”. We
implemented a prototype system and conducted an experiment to test the efficiency of our fake
DNS server.
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<?xml version="1.0" encoding="utf-8" 7>
<NEED ID="..ID OO .." version="0.1">
<node ID=".. 0000 ID.." role=".. 0OODOO..">
<functions>
<'\-- J00000000000000000D00000 -->
<!-- @cmdname 000000000000 O0O0DODOOOO -->
<!--@param 00 0000000000O0O00O0OO0 -->
<!--!Xpath 0!’ 00000000000 ../parameters/0 00
000000 Xpath DO0O0DOO0O0O0O0O0DOOO0ODOOOO -->
<change_boot_default
cmdname="scripts/change_boot.sh"
param="!software/default_os! !metwork/hostname!"/>
</functions>
<parameters>
<network type="isolated">

<hostname>sintcla010</hostname>
<interface name="m0" type="manage" media="FastEthernet"
macaddr="00:00:..:..:..:.." osname="eth0"
bindport="mgsw..:../.." ipaddr="172.16.0..." />
</network>
<software>
<default_os ostype="hdd">boot_p5.bin</default_os>

<packages>
<dhcpserver packagetype="yum">dhcp.i386</dhcpserver>
</packages>
</software>

</parameters>
</node>
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<?xml version="1.0" encoding="utf-8" 7>
<NEDS ID="..ID OO..">
<property>

<db_dir>..DB 00O PATH..</db_dir>

</property>

<specimen ID=".. 00O ID.." CID=".. 00OODO0O ID..">
<profile>

I-- 0000000 -->
<name>.. 00000 ..</name>
<filename>.. 00000 ..</filename>
<filesize>.. 0000000 bytes..</filesize>
<hash type=".. 00000000 OmdS5,shal,..etc.0..">
.. 00000..</hash>
<captor captor_name=".. 0JO0OOO0OO0OO.."
engine_version=".. O00O00OO00O.."
pattern_version=".. 0O0OOO0ODO.."
date=".. 0OOOOO.."/>
</profile>
<classifications>
<!-- 000 Virus Scanner 00 000000000000D0O000 -->
<classification scanner_name="file" engine_version="4.10"

pattern_version="v 1.4 2003/03/23 04:17:27" date=".. DO OOOO.."
MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit
</classification>

<classification scanner_name="ClamAV" engine_version="0.91.1"
pattern_version="main.inc version: 44, daily.cvd version: 4721"

date=".. 000000 ..">0K</classification>
</classifications>
<!-- data 000 Hex dump O ref, ref 000 file OO -->
<data type=".. 000000 exe,mail,html,..etc.0.."

ref="file" name="..
</specimen>

oooooooo../>
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03 00000000XMLOODO

3 NINFD — 00O DNSOOO

gbooobobooboboboooobobo
OO0OOCOoOoOOoODNSOODODOO DNSOODO
gobooobooooo

gboooboboooboboobobobo
ooo0doDNSOOOODooooooooo
O0O000O00O00O0ORootDNSODOOODO
gbooobooboobooooboboobd
O0000000O000OOO Ipv4/IPv6O0OO0O

gboboooobooobooboobooboooboon

ODNSOODODDODOOOOOO0OOoOO0O0Oogo

oooooooboOo DbDNSOOoOooooooD

gobooboobooobooooog
O00OD0DOO0OOO0OO DNSOOOONINFDO

0000000 ONINFD (NAIST Internet Name

Fake Daemon) 00 0000000000000
Oooooooooooboobooo

e ADODOUOODOIPVMODOOOODODO
goobboooobooobboboo
uggbboboooobbuooobogo
ooIipvad00D0O0O0ODOOOODOOODO
bobooooboobooooboobob

3

BHHTTPH—/3
(10.0.0.2)

HTTP 75+ X

A Record foo.com
=W 10.0.0.2 /
range 192.168.1.1 { — >
default ipv4 10.0.0.1 NINFD A Record foo.com

QI T EERR N

default ipvé ff01::1 192.168.1.1

foo.com A 10.0.0.2
foo.com AAAA ff01::2

}

NINFDEREI7 1)L

U 4: NINFDOODOO

e A A AADDODOODOOIPv6DOOODOO
goboboboboooobooboooobooo
gooobooooboobooobooo
gobooIpv6000O0D0O0O0ODODOOOD
gooboobooooboboooooooo
HEN

e ADJODODDOODOOOOODDCODOO
goooobooooobobooooooo
goooboooobbooobobooo
gogbbobooobbbooaoboog
obooboooIpva00O0OOOODO

e AAAADOODODODOODODDOOOOO
goooboooooboooboooooo
gboobobooboobobobo
gogbooboooboboooobooo
goboooooooIpv60oonooon
oo

gbooboooooboboobobooon
goboobooobooboobooobo 4000
NINFDODOOOOOOOOO HTTPODOOD
gobobooobobooboobooooog
goboooboooobooboobooooboon
ogbooobooboood

4 00O

OO00O0OO0O0D0D0O CCC DATAset 2008 O
OO0oDOoUObDOoOOoONINFDDOOOODOO



NINFDODODOODODOODbOooooooo
goo

4.1 00O

NINFDOOOODOODOONINFDOODOODO
00000000000 1000000004dSen-
sorU0O0 tepdump O OO0 OOOOOOOOOO
NINFDOOUODOOUOOOIncubator D OO OO
oboooooobibodoooiddmda
0000000 OVolatility Framework 1.1.2[6]
oooooobooooooooooooooon
gooogoooooood

NINFDOOOOOOOGOoooooooo
OO0OOSensor 0 IPODOOOODOOOODOOO
00000000 0O000drstarbed.org” O
gooooooooooooooooga

0000000000 O00ONINFDODOOO
000000000 DNSOODOoOoooood
odoodWebOOOOOoooooooooOo
gobooboooboooon

4.2 0000

NINFDOODOODOO NINFDODODO
gooobooobobobooboobooobdg
gobodgbooooon

4.2.1 00OO0OO0OOOOOO

0ooooooooooooooboooo
O 0 07rx7.teensmutbox.com” 0 AO O OO
ODNSOODODOODOoOOoooooooooo
gooooooooooobooo.soooo
ooooad
NINFDOOOOOOOooooicMpOOOOdO
0 ”udp port domain unreachable” O 0O O 0O O
0000000010 00000000 DNSO
goooooon
OO00O00OONINFDOOODOOOODODOOSen-
sor0 IPO0ODOODOOODOOODOOOODOODO
00000ooOOo0obObOOO0ooonOOddSen-
sor0 IPOO0OOOOOOTCP/66670000

;; ANSWER SECTION:
rx7.teensmutbox.com.
IN A

3581\
216.188.26.235
rx7.teensmutbox.com. 3581\
IN A 216.188.26.237
;3 AUTHORITY SECTION:

teensmutbox.com. 172781\
IN NS pns2.trellian.com.
teensmutbox.com. 172781\
IN NS pnsl.trellian.com.

05 0000000000000 DNSOOO
gboooobogoog

010000000 stringsU 0

oooo HDDD\DD \WordD
NINFD OO || 58,454 | 5,684 | 8,242
NINFDOO || 20,412 | 2,979 | 3,543

O0000000O0OSensor00000OO00OO
goboooogoo3totebolboonooon
goobooosounbobobooooboobobooan
DNSOOOOOOOTCP/66670 000000
gbooaboboobgodd

4.2.2 000000

0000000000000 Ostrings00O
O0000ooooooooooooooog

NINFDOOOOOOODODOOODODOOooo
OO000oo0Ibooooooooooooono
OO00DoO0orFTPOODOOODOOODOOODOO
O0000o0ob0O0oooooboooooooon
O0httpO0OODOODOOOOOOOODebugger
goooboobobobooobobobooo
O00000o0oOooooon

OO0O0OOONINFDODODOOOODODOOODe-
bugger DO UOODOODODODOOOOOOODO
O0000O0O0o0oDbOoOobObOOoobooooo
NINFDODODODOODOOODOODOODOOOO
goboobboboooboobuouobogobobo
O00d0D0oOobobOOoobooobooooo
O0b0o0oooooDbOodn strings0d 00
O00000OwordOODO. 10000



4.3 0O

U00bbo000b0o00o0UUUUONINED
gbooobooboobooobobooobobo
gbooobooobooboobobooboobo
000000000 bO0OUoObONINFDODODO
Ubdbdstrings000U00O0O0O0O0000O00OU
goobooooognd

Uo0o0ooobogoOoNINFDOODODOO
goboobbooouoaobobuooboabd
gobooobooooooobooboooobooo
gboooboboobobobooboobo
gobooaoo

OO0DOO0OO0ObO DNSODOOOOoOOoooo
gbooooboboobooboobbobooooobo
ooooooobOoooOoboOoD bNSOD
gboooobooboobooboooboooobonod
gobooboobooobooo

5 Uogug

googbooboobooboobobobog
gbobooooobooboobooooooooboo
00000 DNSOODOODOODOODODOD
OO0OD0DO CCCDATAset 2008 DO DODODODOO
gboooobooboobooobooonooa
gooooo

ugoboobbooobbooabboo

ggoooooboooboobbobooooogooon

NINFDODODOODODOOOobooooo
gboobooooooogoboOobDg NINFDO
O0C0OOCOO0ODOOoOoOoOoOoooo bNSsOoOo
gboooboooboobobobooboobo
goooo

oood

[1] S. MIWA, T. MIYACHI, M. ETO,
M. YOSHIZUMI, and Y. SHINODA. De-
sign and Implementation of an Isolated
Sandbox with Mimetic Internet used to

Analyze Malwares. In Proceedings of
DETER Community Workshop on Cyber

[5]

[6]

Security Fxperimentation and Test 2007
(DETER07), Aug. 2007.

S. MIWA, T. MIYACHI, M. ETO,
M. YOSHIZUMI, and Y. SHINODA. De-
sign Issues of an Isolated Sandbox used
to Analyze Malwares. In Proceedings of
Second International Workshop on Secu-

rity(IWSEC2007), Oct. 2007.

0000,0000,0000,000,00
00,0000.000000000000
0D00000.000000,000000
000000000000 2008 (CSS2008),
Oct. 2008.

googd,0bod,obgd, Razvan Beu-
ran, 1 O00O0O,000,000,000,00
0,000,0000,0000. StarBED:

oooooooooobboo. oooo,
Vol. 49, No. 1, Jan. 2008.
Y. Shinoda T. Miyachi, K. Chinen.

StarBED and SpringOS: Large-scale Gen-
eral Purpose Network Testbed and Sup-
porting Software. In Proceedings of Inter-
national Conference on Performance Eval-
uation Methodlogies and Tools (Valuetools)
2006, Oct. 2006.

Volatile Systems, LLC.

framework:

The volatility
Volatile memory artifact
Website,
https://www.volatilesystems.com/
default/volatility. 2006.

extraction utility framework.



