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Abstract

In this paper, we restore executable files of the malware from the communication data captured
by the honey pot. In addition, we apply our classification technique of the malware and static
analyses of the malware to them. By our analysis, malwares assumed to be UNKNOWN were
classified into small groups with some similarities.

gboogobooboobuoobobobod
gbooooobooabo1oooo

1 O0o0Oon

gooboboooooboboooobbooo
(CcC)uUuopooUuooooopooooo
000 “CCC DATAset 2008 D0 O00OODO

() 0000000
(2) 0000000
(3 000000

00002 0000000000 (3)000
000000000000000000000

gboooboboobobooooboboo
gboobobooboboobobanboa
gbooooobooobobooobooon

2 0O0O0oodooooogd
0D00000000000000000000

1. 00ooooogon
gooobooooboobooboobogd



Ulg0ooooooogoon

CCC DATAset 2008

e 0O ODOODOOODODOODOO
00000000000 (Win20000O
O WinXP SP1+200500000000
gboobooooboooboobooboon
O0O00OOFTTHOOO IPOOOO)
e 10D DO20080 400 2800290

e JUDOOODOODOODDLOOODOO
01000000 2000000 2.8GB

ooooood (g)

000000 1120000600000
0000000000000 (00,00
0000000IPOD0O0,00000
000000000000000000
0 (SHA)OOOOODOOOOO00)
e00DD 20070 110 10020080
040300
e000000000O0O0O010000
00 390MB(290400000)

oooooo (g)

aoo

2.0000000000
gobooboooboooobooboo
oooooog

. Ubooboboobooooboobon
gooboooooobobooooobon
ugboooobooon

4. DO00OO0ODOODOODOODOODOO
ugobobooooobooboooobooooo
goobooon

gbooooboobooobobooboboonbg
gooo

2.1 0000000040

0000000 (pcap00000OOOODODO
40 2800000)0000000. 00000
gboboooobooboboooobooboon

stepl “CCC DATASet 2008” 0000000
pcap D000 OODODO snort(0O0 OO0
O :snapshot-2.8) 0000000000
oad

step2 000000 OOO snortalog 00O
ooooooooooo.

step3 U0 UO0O0O0O0OO0OOOOOODOIPO
goooood.

step4 U0 D00 IPODOOOOOOODOO
oboboboboobo.

stepb UU0ODOO00O000O0OOO0ODOOOOOO
gooooobo. bobooooooooo
goooboooobobooooobooo
goboboboboooobooboooooo
gbooobooooooooobooog.

step3 0000000 IPOOODOOOOO
stepdo 000 000O00O0O0OOOODOOOO
obooooooobooobooooooboono

UboboobobOD stepl~stepb OO OO
gboooboobooboobooboooog
gbooooboabod

211 0ODO00OO0ODOODODOOD

stepb D0 Ustepd DD ODOODOOOODOOO
O0o0o0ooOooooooTCep/uDPOCOO
gboobuooboobooboooogog
gboboobooooooboboooobobobg
gooooboboobooooooobbooooo
gboobobooooooobooobonooa
goooboboobooboooboo

gbooboboooboooo1booboob
gl0oooooobooooooooonood
gboooooobobooboobonoo
gboogbooboobuoobobabod
gboooobogonbooo

U1.00000000000000



22 0000000000

210000000000000DODDODOO
gbbobboboboobboobbobogobg
gboboboobooboooboooooooDo
gbooobobooboboooboboobg
gbobooboboboobuoobobodobdg
gboboooobogob210b0000000000
gboooboobooboobooboooobobo
gbooobooboboobooobobooong
gobooobood

2100000000000 O00O0000o0D
gbooobooobobooboboboong
gobobbopooobooboobooobo
gobooooooooobooboboobobo2a
gbooobooobooboooboboooboonbog
gooobobooobooobogobooobobo
gbbodbooobobooboobaoog
gobooooboogn

gbooboboz2100000000000
goboooood

e JO0UODOUODODODOIPODODO
e JOUODOUODODODODODOD

o JOUODODODO

0210000000 IPO0O0OOODOOO
gboboobobobooboobobooobga
gbobogboodgabod

oooooooooooooooon “IPaddr
Aexe” 0000000 DOODOOOODDOO
0000000000000 IPaddr-AO DO
gbooobooboboboboobooobg
oopDooooDoOOO0 “2008-04-28 01:14:01”7
gboooobooboboooboboooboaoog
gboooboobobooboboobobd
0000000 “Mal Allaple” OO0 D0OO0O0O0O
gboboooooobooo

ggoooboboooooobboboooIpodg
00000 IPaddr ADDOOOOOOODOO
goooobob 20000000000000
ooboooOoOogg “2008-04-28 01:14:01700
O00pooO0 “Mal Allaple” DOD0ODOOO0OO0O
goboboobooboobooobooobo
OO0 “IPaddrAexe” D0 0OO0OO00O0OOOO
gbooboooboboooboboooboong
goo

23 U00b0ObobOOoOooOobobobooo

ubobooboooboobooboobooono
gboooboboobobooboboobg

ggooooobooooooooooooo
gboobobooboboboobooobood
gbooooobooboboobobonooo
gobooboooobobooboboon
gboobouoobobboobooboboa
goboboooboboobonooobonooo
O0o000oooooo 1o
gbooobooooboooboboooooboo
goboobobobooboboobonooo
gbooobobboobobboobobbobd
OO0 APIOOODDOOOOOOOOOOOO
goboobooooboooobobboon
ggoboog210b0booobogoobobod
goboooobooboboboobonoo
gooooobooboboooooboboon
gbooobboobooboboobobooobooo

23.1 ODO0O0O0OO0OO0oOOOoOobOOoOobon

goooobobooooooooooogo
gbooboobooboboobobonboa
gbooobooobooobooboooooog
goooooooo

gbooooobooboooboboobobo
200000000000000DO0ODbDDd
gooooooo.

(. files]| = {0000000,.,00000
O n}

2: forxin (0 ... n)

3: foryin (0...n), y #x

4: 000 =0

5: foriin (1 .. t)

6: sample[] = files[x] 00 1000000
Uogodoobobobo mdon

7: 000 4= files[y] O sample[] DO OO
ugoooono

8: end
9: 000 = average(DOO)

10: end

11: end

U2000000000000000



gboooobobooboboobobo
m=100000 l=16 000000000000
Ut=000000000000

24 U000O0OODOOOOODOD

000000000000 0o (boooo)
gboooboobobooboooboobg
gbgboobobobobuoobobodabd
gbooobooobooobooboboong
gooboooboobobooboobonbog
gbodbuogoboboouobobodobd
gbooooboobooobobooboboonbg
O0000000o0o0o0ooooooo 20

uboobobooboboobooboong
gbooobooboboooboboboooDg
gboooboooooooboboobobo
O0000000O00ooooDoOoOo ArPIDOO
gboooboobobooboooboobda
goooo

1.00000000000000
oboboooobooooobooonDo
uobobooboooobobooaoobooog
gobobooooobboooooooboo
gooboobobob

2000000000000
gobobooooobobooooboooo
oboobooboooobooobooooDo
APIO0OO0DODO (DODO)0DOODODO

3.000000000
goobooobobboooobbooboo
uggbobobooooobooabbobod
ubooboo,bobobooooboobon
oboooobooboooooonDo
ubboobogboooboobod

3 Uogg

uboobobuooboboobaboabg
gboooboobobooooboboong
gopboobooooboooo

3.1 ODOOogdoobobod

21000000000000000000
gboobob 20000

uboboobooobbdsnort0O0OO0OO
b 133800 0nogoooboobooobog

02:000000000000000000
O | OO0 |
0000000000 [ 13398
D000 IPO000 [ 6242
0000000ooo 914
000000oo0ooo 97
000000o0ooo 817

gbobooobooooIpooboboboon
624200 IPO0000O0OO0OODOODOOOO0O
goboooboe24200 IPOUODOO0D0OOODO
gobooboboooooobooboboon
goooobooooa4obooooboon
oboboooooooboosroboobooboon
goboobobooogobobooogooon
gboobobooobobooboobooobonbo
go81vyooboooooboboobonooo
good

3.2 UOogogobobooogod

g2000000000b00b00o0bobo
gbogboobobooboboboaoboooda
gbooobooboopooobbobooboo
gooooboobooboboboboobob 3
gooo

qr0pooboobbooboobobon
gooobboooogoobbbooooboo
4700 0000Dn0oobo0o0obooobooogo
ooooopoooobbobo0ooobboOon UN-
KNOowNDODOOoOoooooooooooo

OO000O0O00OO00DOODbO UNKNOWNOO

000000000 000D00DO0 UNKNOWN
gbooboboobobobooboobobo
gooooogo

3.3 UNKNOwWNOOOOODOO

OD0OO0D0O0 UNKNOWNOOOOOO
gboboobobbobooboobonoo
gooooooon

000000000000 (20080 40 280)
O000000DO0OO000D00OD UNKNOWN
goboboooobooooooooIP0DOO
gbooooboooo 1o Iponbogn
0000000000000 O UNKNOWNO
goboboo1400 IpO000DO0O0OO0DODO
O0O000O0OO0OOUNKNOWNODODO 11900



U3:0b0b00goooboooooodn 05 00000000 UNKNOWNDOOODO

| 0 00| oDoOo
PE_VIRUT.A 85
WORM_BOBAX.BD 53 | No [00000000001IP ][00 |
PE BOBAX . AK 54 Groupl IPaddr_U1l 52
PE_BOBAX.AH 21 Group2 IPaddr_U2 38
PE_VIRUT.D-1 20 Group3 IPaddr_U2 7
PE_VIRUT.D-4 14 Group4 IPaddr_U3 4
PE_VIRUT.D-2 13 Groupb IPaddr_U4 4
PE_VIRUT.XW 12 Groupb IPaddr_U4 2
BKDR_VANBOT.AHH 9 Group7 IPaddr_U3 2
TROJ_ANOMALY.MB 7 Group8 IPaddr_U3 2
WORM_KOLAB.AX 7 Group9 IPaddr_U4 2
PE_VIRUT.B 7 Groupl0 IPaddr_U2 2
TROJ_DLOADER.ETK 6 Groupll [Paddr_U4 1
WORM _RBOT.QK 6 O 117
WORM_VANBOT.AX 5
000 (280) 58
Doood (UNKNOWNO D) | 470 000005000'000 119000000
| OO0 [ 817 ] 00000 1000000000000 50

O [Paddr_U10O IPADDR U400000000O
gboboooobooIpoobooooon

000
0 4: UNKNOWNOOOOO0O0O0O
| 0 [00 ]
Oo0O0IPO00000OO00O0 [ 119 3.3.2 000000000
00000 69
UNKNOWNOOOO 11900000000
y 00 | 188 ]

gobooboooobobooobboboo4r
0000000000 O0OO0ooDooOoOgO APl
goooooooooo

0000000000000 O00 UNKNOWN OO0 UNKNOwWNOODOOOOooooDoo
gbodgboouoboobuoobobodobd O7IPaddr Ud.exe” OO DO ODOODOOOOODO

(O 4)0 00

UNKNOWNOODOOODOOO 1190000

00000000000 0000000000 e DDODDODDOODOOD
0000000000000000000000 CurrentVersion\\Explorer
DO00000000000000000000 puboboooobgn

gbgboobobobobuoobobodabd
goboobooobboooboobooonog

e 1000 OOODO removalfile.bat
Trend 0 OOTROJ_DLOADER.DIY OO
gooooogoooog

8.3.1 bDoobbbobobouuudnd e J0JOUOOIRCOODDOOOOOD

000 UNKNOWNODODOOOODOOOO oo .
000000 1190 (0 400000000 NICK ikullytw’O OO OO OQOQOOOO
000000000000000000000 ooooaod
do0o0ooOo0o0o0ooooobooooobooooaon 0500001190000 117000000000
OO0 ooooooooooogooo 0000ooooo 2000000000000 ooa
ooooooo



“proxim.ntkrnlpa.info”’0 0000000 O0ogg

OIRCOOOOO
“send connect receive” (0 0000000 1] D0O000000000000000000

nooooo0o0) 00000000000000007,000
000000000000000 (CSS2008)
000020080 100,

4 00 2 0000,0000,0000,0000
“CCC DATASet 2008 000 O0O0O0DOO ‘“cbbbbOooooboboboooooay
O00000o0o0ooon 20070 D000 O0OogooOoooooooo

0 (SCIS2007) 000, 20070 10.

e 000000000 D0O0DODOOOOO

000000000000000000

00 UNKNOWNOOOOOOOOOO

0000000000000000000

000000000000000000

000000000000000000

00000000000000000

e JOUOOODDDOOODDDOOODO
OOOUNKNOWNDOOOOODOooo
ggbooboooboooooooobooo
goobbooobobooooobobooboo
gpo00o0oooooboOooooooong
O UNKNOWNOODOOOOoooooo
gobooooooooobooboooogo
ugbooooobooobooboboog
goooooooboboooooboboo
gboooooobobooooboonog
ugobobooooooboooooboooo
gobooboobbooboooboo

e JIUIUOUOUOOUOODODDOODLODDOO
goooooooboobooogoo
yogoooobbbobbooooooa
godooobooouobboooooa
0000 (false negative) 00 OO0 OO0
ogooooon

5 ggug

00000000000000000000
(CCC)000000000 “CCCDATASet 2008”
000000000000000000000

00000000000000000000
0000000000000000000000
000000000000000000000
000000000000000CCCOnn
00000000 UNKNOWNOOOOOOO
000000000000000000000
00000000000000000000



