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A feasibility study of bot detection
based on capturing self-initiated READ/DELETE behavior
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Abstract Bot detection after being infected is usually difficult, since bot hides itself on the infected
computer. Thus, it is preferable to capture the moment of bot infection. With regard to the way of
infecting computer, bot is similar to worm. In other words, it is expected that the existing worm detection
schemes can be applied to bot detection. For worm detection, we have already proposed a scheme based
on capturing "self-initiated READ" behavior, which could be applicable to a variety of worms including
unknown worms. Therefore this paper investigates how effectively bot infection can be detected by
checking its self-READ behavior. In addition, we know that many bot removes itself from computer to
cover up its infection. So, this paper focuses also on using its "self-DELETE behavior" to capture bot
infection.
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PID | PID

1452 | 1424 | 0689(  ).exe | CreateFile | C:¥WINDOWS¥system32¥lsass.exe | SUCCESS

1452 | 1424 | 0689(  ).exe | ReadFile C¥0689(  )exe SUCCESS | Offset:0, Length:65,536

1452 | 1424 | 0689(  ).exe | WriteFile C:¥WINDOWS¥system32¥ Isass.exe | SUCCESS | Offset:0, Length:65536

1452 | 1424 | 0689(  ).exe | ReadFile C:¥0689(  ).exe SUCCESS | Offset:65,536, Length:65,536

1452 | 1424 | 0689(  ).exe | WriteFile C:¥WINDOWS¥system32¥ Isass.exe | SUCCESS | Offset:65,536, Length:65,536

1452 | 1424 | 0689(  ).exe | ReadFile C¥0689(  )exe SUCCESS | Offset:131,072, Length:65,536

1452 | 1424 | 0689(  ).exe | WriteFile C¥WINDOWS¥system32¥ Isass.exe | SUCCESS | Offset:131,072, Length:65,536

1452 | 1424 | 0689(  ).exe | ReadFile C¥0689(  )exe SUCCESS | Offset:196,608, Length:65,536

1452 | 1424 | 0689(  ).exe | WriteFile C:¥WINDOWS¥system32¥ Isass.exe | SUCCESS | Offset:196,608, Length:65,536

1452 | 1424 | 0689(  ).exe | ReadFile C¥0689(  )exe SUCCESS | Offset:262,144, Length:7,680

1452 | 1424 | 0689(  ).exe | WriteFile C¥WINDOWS¥system32¥ Isass.exe | SUCCESS | Offset:262,144, Length:7,680

1452 | 1424 | 0689(  ).exe | ReadFile C¥0689(  )exe ENDOFFILE | Offset:269,824, Length:65,536
READ
PID | PID
1452 | 1424 | 0689(  ).exe CreateFile C:¥oeoeemct.bat SUCCESS )
1452 | 1424 | 0689(  ).exe WriteFile C:¥oeoeemct bat SUCCESS Offset: 0, Length: 202
C:¥WINDOWS¥ PID: 1404, Command line
1452 | 1424 | 0689(  )exe Process Create SUCCESS
system32¥cmd.exe : ¢md /c "'C:¥oeoeemct.bat" "
1424 | 1404 | cmd.exe Process Start SUCCESS Parent PID: 1424
1452 ‘ 1424 ‘ 0689(  )exe Process Exit SUCCESS ()
SetDispositionl
1424 | 1404 | cmd.exe C¥0689(  ).exe SUCCESS Delete: True

nformationFile

SetDisposition
1424 | 1404 | cmd.exe C:¥oeoeemct.bat SUCCESS Delete: True
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