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An analysis tool for targeted attacks using security vulnerabilities

Yuji Ukai

Hideaki Kobayashi

Manabu Nakano

Information Technology Promotion Agency, Japan
IT Security Center (ISEC), Security Engineering Laboratory

Abstract: Organizations are increasingly becoming the target of attacks following customized
attack models. However in recent years attacks exploiting security flaws are increasing and
anti-analysis techniques are widely implemented in malware thus making a quick and efficient
analysis very difficult. Since performing effective steps to cope with attacks requires a
detailed analysis of the code, we face a huge demand for techniques that allow quick and
efficient coverage. This paper describes the exemplary implementation of techniques that
automatically detect and cope with anti-analysis routines seen in recent years. Furthermore, it
is an introduction to our implementation of these techniques - the "Customized Attack
Analysis Tool". Our intention is to provide a tool to aid the quick and reliable analysis of

anti-analysis techniques.
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