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Abstract

Today, the wide-scale malware spread and DoS attacks often affect the

availability of network systems and cause the system overflow, and threat the

continuity of companies. In this research, we have investigated the method to detect

the malware activity like DoS attacks and infection spread, by focusing on the

practical aspects of the security operations and using the firewall log which has the
high diffusion rate in the security products. As a result, we have found that it is
helpful to monitor the patterns which comply with the specific condition of the

firewall log to identify the malware activity.
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