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Abstract A malware infected host receives command & control packets and new malware code from
malicious servers. The infected hosts send spam mail messages via internet mail servers. A malware
communication scenario is defined by a state machine that is composed of malicious packets. When the
communication scenario is blocked by a router, it is expected that communication activities of the malware are
restrained. In this research, we investigate both the malicious packets and the communication scenario using the
CCC DATAset 2009 attack communication data, and propose a network-based prevention technique against the
malware communication. Also, we apply the prevention technique to a test-bed network that monitors the
malware packets and communication scenario. As the suppression level of the malware communication is
evaluated, the effective prevention technique is demonstrated using the CCC DATAset 2009 malware code.

Keywords Malware Communication Scenario, Network-base Prevention, Active Monitor
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