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Abstract Modern full-kernel malware (FKM) such as Trojan.Srizbi is known to have its own
network functionality and use it directly from kernel-mode for evasion purpose, concealing from
recent alert tools. These network drivers tend to have its own implementation which exhibits
intrinsic TCP fingerprints. We first attempt to extract FKM-possible TCP fingerprints using
CCC (Cyber Clean Center) data sets, then we analyze traffic sequences which have frequretly-
occured source IP addresses. We then study the properties of the fingerprints and the activities
of the hosts that are likely infected with FKM through the analysis of CCC data sets and other
traffic data sets of several production networks.
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