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An analysis of malware’s behavior

using automated deduction system

Ruo Andot Youki Kadobayashi { Yoichi Shinoda

tNational Institute of Information and Communications Technology,
4-2-1 Nukui-Kitamachi, Koganei, Tokyo 184-8795 Japan

Abstract In this paper we propose an analysis of malware’s behavior using automated deduc-
tion system. In our system the extenal log of malware’s behavior is analyzed by FoL: (First order
Logic) based theorem prover. The some pattern to be discovered is describles as counterexample
which deduced from log of Windows OS on which malware was executed. By proposed method
we can find the patterns regardless of noise and specification of Operating systems and malicious
softwares.

1 0000 O O Automated deduction system 0 0O 0O O 0O
O00000000000000000000
O O Automated deduction system O 0 0O 00O
000000oooboobOononoMalware OO
OoOoOooocsvooooooooooono
gogbobooboooboooobobooooooo
goooobobobobbbobooooooon

0 0 O Malware (Malicious Software) O O O
oboooboodbOMalwareD OO DO OODOO
ooooboooboooodOMalware OO 0O
gogoboobooobobboooooboboboon
gogobbtboouobboooobbboooon
ooooooooboO MalwareOOGO oo
ggobobobooooubboooobooon



Windows OS

'

PROBE ‘

Y |
LOG FILE (CSV) \

Y
TRANSLATOR

%’ INPUT FILE ‘
_ (HORN-CLAUSE) |

|

AD SYSTEM ‘

:

BEHAVIOR PATTERN ‘
(PID BASED)

O 1. 0000000000Windows OSO0OO0OO probe000O00O00O0DODOOOOOOO
gobooobobooobboobbuoobboooboooboboobbooboboobboo

gobooboogobobooboo

2 JOodgo

gboooboboooboboobobobo
OO0000D0Windows OSODOOOO probel
gbooobooboooooboooboooobo
gboooboooboobobobooboobo
gboboobobbobodgboobdabd
gbooobooobooooboboobonbo
gboboooobooboboboboboon
gboooboooboooboobooboobd
gbooobooboobooobobooaoobo
gboooboboooboobobooboobn
gboooboobobobobboobaood
gobooboooboboobooobo

3 doooobod
3.1 Joooog

OooobobD ooooo0odgOo WoesODOO
gboooboobobooooooboobo
gbodboooboobobboobaoobd

gboboobooboobobooboboogad
gbooboooboooboboooboboogn
OSOTOOOOSTOOOOOOOOOOO
TOSOOOOoOooooOOooDoOoOOoDboOoOo
gboooboboobooobooobooobogon
gobobooooobbooogobooogon
gbooooon

3.2 000

U000 0000000 Robinson D OOOO
gboboboobooobogbobooaoogan
gbooboooboooboboooboboogan
obooboobooboooboboboon
gbogbogbobooboboobobgan
gboooboooboobooooboogn
gbooooooooooooon

3.3 00U

gboooboboooboboobobono
gboboooboobobobobooobon



gboobooobooboboobooooobo
gobobooooboboooobobooooooo
gboobooboobooboboaobaood
gobooboogoogo

3.4 OUOUOOoOooOOOd

ugbooogoboobooobooboooobo
gbooobooobobooobobooboaobo
gogoooobooooooobboboooooooon
gbdooboouoboboboooobooo
gooooMovOoOoODOOOOoOoOoOoooODOoD
gboooboboooboobobooboobn
gobogbooobobod

4 Windows OSSO OO

4.1 0O0OO0OOO0OO0OOO

Microsoft Windows 00000000000
00000O0oDbO0o0o00o0oDoobOOooooon
gooobobooooobobooooobooobo
go00ooOooboooOobooooboooo
0000d0oooooo0oDooOOooooobooon
000oDoooooogod Windows OO0
0oo00oo0oboooOoboooooboooo
0000D0oO000O0DOooOoDooOoDboon
goodbooooobooboooobooo
O0O0ONative APIODOODOODOODOODO
0 0O Native API Hook 0O 0O0OOO0OOODO
goooooboobooboooooboobo
OAPIOOO0Ontdldl DODODODODO
0000000OWindows 0OODOO0DOODO
000000 API DO Onative APIOOOODO
0 0 O O SystemServiceDescriptorTable O O O
0o0000oO0oOo0oDOO0o0oDbOO0o0DOOoDoOOon
Native API Hook 00000 OO OSystemSer-
viceDescriptor D 0 00000000000

4.2 DLL Injection

gooobooooboooobooobogo
gboooobogooboboobobaobd

gboboobooobooobooboboboon
O0000D00Microsoft 000000000
gobboboobooboooboonoooaon
gbobooboobooboooboboooogn
gobobooobooboooogobooogn
gbogboobobobboboobooboan
googoooboobooonooo

4.3 DLL Injection

DLL Injection 0O OO O0OO0OOO0ODOODO
OO000ooO0OoAPIO0ODOOODOOOO0
O0odoOooooooooooooooon
O0ddoooooooooooooooooon
D00ddoooooooooooooabLIoon
APl) 000000000000 OOOOOO
0000 DLL Injection OO OO0ODOOOO
0000 000DLL Injection O OO0 O OMi-
crosoft Windows 0 0000 O0O0OOOOOO
O0000oo0oooooooooooon
O00D0000000oDoooooooooon
oo0oooooooooooooooooooon
ododooUooooooooooooooo
O0000O00o0o0ooooooooooon
Ododoooooooooooooooan
O00oDd0o0oooooooooooooon
000000000 00oo0oonoooooon
Ododoooopoooooooooooaon

5 Uoog

00o000oo0oooooooooooooo
O0000000000000D00OdWindows OS
000000ooO0ooooooOooooogo
O000000o0oo0ooDoooooooooog
0000000 Automated deduction system
000000ooO0ooooooooooogo
O000o0oooooooooooooogg
Ooo0oooooooooooooooog
000000000000 socket 00000
00000ooO00oooooooooogg
Oo0oooooDoooooooooooooo
O00000DoOo0000oooooooogg



gboooooboboobooboobooobo
gbooboboobo

6 LUUObObOoonDO

00000 Oautomated deduction system O
000o0o0oo0oooooooooooon
0000000OWindows OSOOOOCODOOO
0000oooooooooooooooon
000oooooooooooooooooon
ooooooooooooooooooooon
0000oo0oOoooooooooooooon
Oo0o0oooooooooooooooooon
ooooooooooooooooooooon
000000oooooooooooooon
o0oDoo0oooooooooooooooon
000000000o0ooooooooooon
o00ooooooooooooog

oogd

[1] Larry Wos, George A. Robinson, Daniel F.
Carsonm ”Efficiency and Completeness of
the Set of Support Strategy in Theorem
Proving”, Journal of Automated Reason-
ing, 1965.

[2] Larry Wos: The Problem of Explaining the
Disparate Performance of Hyperresolution

and Paramodulation. J. Autom. Reasoning
4(2): 215-217 (1988)

[3] Larry Wos:  The Problem of Self-
Analytically Choosing the Weights. J. Au-
tom. Reasoning 4(4): 463-464 (1988)

[4] Larry Wos: The Problem of Choosing the
Type of Subsumption to Use. J. Autom.
Reasoning 7(3): 435-438 (1991)

[5] Larry Wos, George A. Robinson, Daniel F.
Carson, Leon Shalla, ” The Concept of De-
modulation in Theorem Proving”, Journal
of Automated Reasoning, 1967.

[6] Larry Wos, ” The Power of Combining Res-
onance with Heat”, Journal of Automated
Reasoning, 1996.

"Reliable identifica-
tion of bounded-length viruses is NP-

[7] Diomidis Spinellis,

complete”, IEEE Transactions on Informa-
tion Theory, 2000.

[8] Ruo Ando, Yoshiyasu Takefuji, ”Faster
resolution based metamorphic virus de-
tection using ATP control strategy”, O
WSEAS TRANSACTIONS ON INFOR-
MATION SCIENCE AND APPLICA-
TIONS, Issue 2, Volume 3, February 2006
ISSN 1709-0832,pp260-2266,February 2006

[9] Ruo Ando, ”Faster parameter detection of
polymorphic viral code using hot list strat-
egy”, ICONIP 2008 - 15th International
Conference on Neural Information Pro-
cessing of the Asia-Pacific Neural Network
Assembly, November 25-28, 2008, Auck-
land, New Zealand

[10] Ruo Ando, ”Parallel analysis of poly-
morphic viral code using automated de-
duction system”, 8th ACIS International
Conference on Software Engineering, Ar-
tificial Intelligence, Networking, and Par-
allel/Distributed Computing (SNPD2007),
July 2007, Qingdao, China



API name API type A API type B
AllocVirtualMemory | Native API Memory allocation.
CreateSection Native API | Memory section creation .
LoadLibrary User API Invoking library.
MapViewOfSection Native API Memory Allocation.
PreRead filter function File Access.
PreWrite filter function File Access.
ZwCreateEvent Native API Memory Allocation.
ZwOpenKeys Native API Register Access.
CreateProcess User API Process Operation.
ZwOpenKeys Native API Registry Access.
WSARecv User API Socket Access.
Send User API Socket Access.
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