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Abstract Dynamic analyses which execute malwares by the isolated environment cannot obtain
an enough result. In this paper, we analyze CCC DATAset 2009 malwares by Botnet Watcher,
which use semipermeable virtual network. And we investigate amount of code which executed in
isolated environment and semipermeable environment. Results shows that Botnet Watcher can
obtain many destinations, additional execution binaries and can increase amount of executed

code.
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