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Analyzing Behavior of Malware by Virtual Machine Monitor
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Abstract Technology of malwares progresses steadily, and new ones are appearing everyday.
For provision against them, we need to analyze their behavior, and its results should be fed
back to intrusion detection system and so on. Old-fasioned malwares can be analyzed by a
disassembler or a debugger. But, recently, some ones are packed not to be analyzed easily.
Some other ones have a mechanism for detecting a debugger, and they change their behavior
when a debugger was detected. Even if they have such mechanisms, it is easy to analyze them
from inside operating systems. However, actually, it is not easy from Windows because it is a
proprietary software. To solve these problems, we are trying to analyze malware’s behavior by
hypervisor-based virtual machine monitor. In this paper, we discuss how to improve BitVisor
to monitor malware’s behavior on Windows.
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