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Abstract In this paper a profiling method of malware’s behavior using integrated virtualized
system monitor. Our monitor is API hook based which enables fine-grained inspection of re-
source accesses such as file, memory, socket and registry on Windows OS. In proposed system
virtualization technology is applied to monitor guest VM without impacting its performance

and utilization. In experiment we show some examples of profiling of malware.
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API name API type A API type B
AllocVirtualMemory | Native API Memory allocation.
CreateSection Native API | Memory section creation .
LoadLibrary User API Invoking library.
MapViewOfSection Native API Memory Allocation.
PreRead filter function File Access.
PreWrite filter function File Access.
ZwCreateEvent Native API Memory Allocation.
ZwOpenKeys Native API Register Access.
CreateProcess User API Process Operation.
ZwOpenKeys Native API Registry Access.
WSARecv User API Socket Access.
Send User API Socket Access.
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