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Abstract We propose an automatic malware classification system based on similarity of ma-
chine code instructions. Our classification system has three modules, which are the unpacker
using customized page-fault handler, the probabilistic disassembler and the classifier based on
a similarity of machine code instructions. Experimental results with the malware samples pro-
vided by Kyoto University and CCC DATAset 2009 malware samples show that our system can
drastically reduce the quantity of reverse-engineering work to reveal the entire view of malware.
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