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» NZ—RykQ8B) DBIEZEHRAROS_E TtepdumplLf=pcap
» NZ—7RYkDOS (4 X0S)
Windows 2000
Windows XP
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No. . Time

1354 2008-04-28 00:50:04.853803 1
1355 2008-04-28 00:50:04.853867 1¢

Protocol  Info

55 NBNS Name query NB WORKGROUP<1b>
55 NBNS Name query NB WORKGROUP<1b>

1356 2008-04-28 00:50:05.601540 1¢ NBNS Name query NB WORKGROUP<1b>
1357 2008-04-28 00:50:05.601547 1¢ NBNS Name query NB WORKGROUP<1b>
2008-04-28 00:50:06.357286 1 NBNS Name query NB WORKGROUP<lb>

2008-04-28 .357292 1C WORKGROUP<1b>

2008-04-28 00:51:39.093807 1 ~ | > epmap [ACK] Seq=1 Ack

2008-04-28 00:51:39.112356 1( > 45203 [ACK] Seg=1 Ack

2008-04-28 00:51:39.123290 1 : ' > epmap seq=1 Ack
2008-04-28 00:51:39.123790 1 45203 > epmap | seq=2 Ack

2008-04-28 00:51:39.175376 1( : seq=365 A
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2007-11-01 00:00:36,61.1
2007-11-01 00:00:36,61.1
2007-11-01 00:00:40, 209.
2007-11-01 00:00:46,85.1
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CUIBLCEYSAYDSICYTEIUC I, WUKM_HLUBUI . UU, L. 3WINNI 3SYSTEMSLIWDZZ 1§ IK. eXe |
18429¢cf0e5311d7ccf0046, BKDR_VANBOT. AX, C:¥WINNT¥system32¥iexplore. exe |
18423cf0e5911d7ccf0046, BKOR_VANBOT. AX, CI¥WINNT¥system32¥jpuluy. exe |
576ec1911ced25f0537ec14, BKOR_VANBOT. LE, C:¥WINDOWS¥system32¥dvpeek. exe |
1dFS57 1032459575327, UNKNOWN, C-¥WINDOWS¥system32¥pofdhb. exe |
265076832b891edfedbd3, WORM_POEBOT. AHR, C:¥WINNT¥system32¥| sass. exe |
265076832b831edfedbd3, WORM_POEBOT. AHR, C:¥WINNT¥system32¥r fnpjkbb. exe |
dccc8d53ed6cdb0bdd3, UNKNOWN, Co¥WINNT¥system32¥dp | jygsq. exe |

223341147 1edc258d6643¢c, WORM_ALLAPLE. IK, CI¥WINNT¥system32¥. exe |
23341147 1edc258d6643¢c, WORM_ALLAPLE. IK, CI¥WINNT¥system32¥urdvxc. exe |
503cd65392a172f4664cd2a, TROJ_POEBOT. AGU, CI¥WINNT¥system32¥algs. exe |
503¢cd65393172f4664cd2a, TROJ_POEBOT. AGU, CI¥WINNT¥system32¥ashet. exe |
15becf7024F749FFdf, UNKNOWN, C¥WINNT¥system32¥attyszy. exe |
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503cd85393172+4664¢d23, TROJ_POEBOT. AGU, C:¥WINNT¥system32¥oexj. exe |
15bccf7024F749FFdf, UNKNOWN, CZ¥WINNT¥system32¥bp 1d. exe |
15becf7024F749FFdf, UNKNOWN, C¥WINNT¥system32¥nigigi.exe]
51480c838e103311cf3b4d, WORM_ALLAPLE. IK, C¥WINNT¥system32¥. exe |
fab0cBf2d216cf0Sfebb6b34d, PE_BOBAX. AH, CI¥WINNT¥system32¥oppeph. exe |
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s B UDPICL2 4 02— TiL 3 — 1<

. 7o —RRANPT RU AR 258,711

<2 IV = TRRAR D N L o B FERE L 52,465
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» NZ—RykQ8B) DBIEZEHRAROS_E TtepdumplLf=pcap
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Windows 2000
Windows XP

» FYRT—OiERIRE
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» (2)REBRET A

No. . Time Source Destination Protocol  Info
- . pL8.194 TCP  [TCP Out-OT-order] mtgp > |
500 2009-03-14 00:04:58.997900 8.194 1 TCP
501 2009-03-14 00:04:58.997980 p 118.194 TCP
TN §18.194 TCP [ TCP out-Of-Order] mtgp > |
503 2009-03-14 00:04:59.018140 .8.194 1 TCP
504 2009-03-14 00:04:59.018881 : 118.194 TCP
[ 505 2009-03-14 00:04:59.0188858 a = g18.194 TCP  [TCP out-Of-order] mtgp > |
506 2009-03-14 00:04:59.034255 8.194 1 TCP
507 2009-03-14 00:04:59.034328 ! 118.194 TCP
| 508 2009-03-14 00:04:59.0343328 - . j18.194 TCP  [TCP out-Of-order] mtgp > |
509 2009-03-14 00:04:59.049371 .8.194 1 TCP
510 2009-03-14 00:04:59.252254 ! 118.194 TCP
| 511 2009-03-14 00:04:59.2522588 - T B18.194 TCP [ TCP Dup ACK 510#1] mtgp >
512 2009-03-14 00:04:59.280864 242 1 TCP
513 2009-03-14 00:04:59.280906 5.242 HTTP continuation or non-HTTP t

515 2009-03-14 00:04:59.718366
516 2009-03-14 00:05:00.193094
517 2009-03-14 00:05:00.193303

519 2009-03-14 00:05:00.593117
520 2009-03-14 00:05:00.593178

522 2009-03-14 00:05:00.851593
523 2009-03-14 00:05:00. 851690

242
242

242

242

1 TCP http-alt > sbl [ACK] Seg=1
1 HTTP continuation or non-HTTP t
5.242 HTTP continuation or non-HTTP t

1 TCP
5.242 HTTP

http-alt > sb1l [ACK] Seq=5
continuation or non-HTTP t

.w
C
N
&
N

HTTP continuation or non-HTTP t
HTTP continuation or non-HTTP t

525 2009-03-14 00:05:00. 860087 1 DNS Standard query A 127.0.0.1
526 2009-03-14 00:05:00. 860094 1 DNS Standard query A 127.0.0.1
527 2009-03-14 00:05:00. 862058 1 DNS standard query A p3040-iph
ED°0 2NANAO NAD 14 ANNAT.AN 0&YNED -4 nae CrmndanAd AuiAani:y A ARINAAN S bk
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S IPT R A *%.215.1.206
56 R — Mg = 80
TCPZ7-1ZUDP TCP
<NV T ARD Ny 2l (SHAL) | sekkk%86{2ec74727b14001cfe0b88af718797¢91
A L AL T WORM_AUTORUN.CZU
T ANV C:¥WINDOWS¥system32¥ptkj.exe

B T B

200805./og 200806 og 200807.log  200808.og  20080%.Jog  200810.log

B B B B B B

200811log 20081Zlog  200901.log  200002.og  2008903.Jog  200904.log
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ZUUB=UD=U| UU.UU.Ub, NONEYU?Y. D/DBIUATL 1314303 1UCS 1ADILD, PE_BUBHA. HK, L. 3WI NUUWS$SYSTEMSZ3V Y OV IND. exXe |
2008-05-01 00:00:08, honey079 F763728b6238110bbdaecte116e, PE_YIRUT. XP, CI¥WINDOWS¥system32¥iexplore. exe ]
2008-05-01 00:00:07, honey08( 1befbf95d7901d5c843ed6929¢c, PE_BOBAX. AH, C:¥WINNT¥system32¥ruatuvj. exe |
2008-05-01 00:00:08, honey002 15628064e275fb2129d24183383, PE_BOBAX. AH, CI¥WINNT¥system32¥gmmda. exe |
2008-05-01 00:00:12, honey078 bfc3202bfde7deaadSe648b, BKOR_AGENT. ANHZ, CI¥WINDOWS¥system32¥zzsdzf. exe |
2008-05-01 00:00:12, honey079 51365b72e189eb95a3F03F8, UNKNOWN, C-¥WINDOWS¥system32¥uwh lvo. exe |
2008-05-01 00:00:13, honey087 7c9931dc23b3bSc21f6F771cd351F, PE_BOBAX. AK, CI¥WINDOWS¥system32¥pwiduax. exe ]
2008-05-01 00:00:20, honey047 b1333e18066e1366f64026339be76, PE_BOBAX. AK, CI¥WINDOWS¥system32¥bzupaxu. exe |
2008-05-01 00:00:23, honey087 51365b72e189eb35a9f03F8, UNKNOWN, C2¥WINDOWS¥system32¥yibjzolo. exe |
2008-05-01 00:00:24, honey08 0239393ed2dcdSeeleeccdad, TROJ_MATCASH. AD, C¥WINDOWS¥Temp¥VYRTS. tmp |
2008-05-01 00:00:24, honey087 doe8be7feb8cbedS1ed6bd34adbef, PE_BOBAX. AK, C¥WINDOWS¥system32¥| sass. exe |
2008-05-01 00:00:30, honey081 57b830df613143ba10c31dbSeb, PE_BOBAX. AK, CI¥WINDOWS¥system32¥wkxdavng. exe |
2008-05-01 00:00:30, honey081 F763728b6238110bbdaecte116e, PE_YVIRUT. XP, CI¥WINDOWS¥system32¥iexp lore. exe |
2008-05-01 00:00:30, honey087 20dfdde300bc328ea356b161, TROJ_PACK. DT, CI¥WINDOWS¥system32¥hgbxppnl. exe ]
2008-05-01 00:00:32, honey079 3fe2656f3c1173642c4fd85233d, PE_BOBAX. AH, CI¥WINDOWS¥system32¥logon. exe |
2008-05-01 00:00:38, honey081 51365b72e189eb95a3F03F8, UNKNOWN, C:¥WINDOWS¥system32¥remsdnu. exe |
2008-05-01 00:00:38, honey081 bfc3202bfdeT7deaadSe648b, BKOR_AGENT. ANHZ, C:¥WINDOWS¥system32¥caqliy. exe |
2008-05-01 00:00:39, honey004d 51365b722189eb9533f03F8, UNKNOWN, CZ¥WINNT¥system32¥czbwlvgz. exe |
2008-05-01 00:00:47, honey081. 3fe2656f3¢c1173642ca4fd852334, PE_BOBAX. AH, C:¥WINDOWS¥system32¥oof |. exe |
2008-05-01 00:00:51,83.70. 24 4547b795457ebe7ed3338Fed8a9, WORM_ALLAPLE. K, C:¥WINDOWS¥system32¥. exe |
2008-05-01 00:01:00, honey047 0239393ed2dcdSeeleeccdad, TROJ_MATCASH. AD, CI¥WINDOWS¥Temp¥VRTA. tmp |
2008-05-01 00:01:0S,210.245. 3e3caddb335ccd16b29cbA859d99, Mal _Allaple, CI¥WINNT¥system32¥. exe |
2008-05-01 00:01:27, honey07s Tcf2c32679738d80Fb62723095, PE_VIRUT. JMA, C:¥WINDOWSY¥system32¥rpji.exe
2008-05-01 00:01:28, honey080 Jbefbf95d7901d5¢c8daed6929¢, PE_BOBAX. AH, C¥WINNT¥system32¥exp lorer. exe |
2008-05-01 00:01:34, honey081 cf2c32679738d80Fb82723095, PE_VIRUT. JMA, C-¥WINDOWS¥system32¥wr syh. exe |
2008-05-01 00:01:35, honey08( bfc3202bfde7de3ad5e648b, BKOR_AGENT. ANHZ, C¥WINNT¥system32¥jzbusrn. exe |
2008-05-01 00:01:35, honey080 51365b72e189eb3539F03F8, UNKNOWN, C-¥WINNT¥system32¥gwygpv. exe |
2008-05-01 00:01:39, honey047 " exe |
2008-05-01 00-01-44, honey074 IHH H-%5 .
2008-05-01 00:01:49, honey07 =
2008-05-01 00:01:52, honey007 P12 i
2008-05-01 00-01-52, honey08 1 L a—RE 2,470,766
2008-05-01 00:01:53, honey030 N
2008-05-01 00:01:57, honey081 ke Awh — K — KK 3
2008-05-01 00:01:58, honey007 TCPL—J:}:)& ]7‘/1:1 I\ I/:l ]\éﬁ 63’820
2008-05-01 00:01:58. honev007. o> - S

UDPIZLBAZ o m—RLa—R 61,275

Ao —RRANPT R ATEFEH 269,730

IV 2 T RRAR D NS 2 B FEFEES 67,055

\/ A
----------------------------------------------- P AL 24 B (UNKNOWN 2 £7200) 1,335 |
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