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Analyzing geo-specific bot based on malware transfer records

Akira Kanaif

fINTERNET MULTIFEED CO.
OTEMACHI 1st SQUARE EAST TOWER,3F,
1-5-1 Otemachi, Chiyoda-ku, Tokyo 100-0004, Japan

Abstract Bot threatens Internet users’ security with malicious behaviors. The new varieties of botware
appear everyday. Since those bots conceal their existences and activities, it is difficult to defend from
them. In this paper, malware traffic logs, which were captured by honeypots in Japan for three years,
were analyzed especially focusing on nations. As a result, it was discovered that the amount of malware
transports is coordinated to the local time of where the transport nodes reside in. In addition, it was
shown that the number of transport nodes has been continuously increasing in North America and Europe
since late 2009.
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