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Abstract With the increasing number of new malware species, traditional malware detection approaches
relying on signature files are being less effective, since it is quite difficult for anti-virus vendors to keep up with
the frequent appearance of new malware species. In this situation, we are developing a system called
Anti-malware User Support System, which detects malware files using dynamic analysis and remove them from
user PCs. This system first finds suspicious files from a user PC by means of a client agent. Then, the suspicious
files are sent to and analyzed by a malware analysis system. Finally, this system removes detected malware files
in the user PC by generating, sending and executing custom-made removable tools automatically. In this paper,
we analyze malware files in the CCC DATASet 2010 using the proposed system and show the results.
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<addReg>
<classification type="WORM" />
<content>
<registrykey>
<I[CDATA[ HKEY_CURRENT_CONFIG¥Software
¥Microsoft¥windows¥CurrentVersion¥Internet
Settings]]>
<[registrykey>
<registryname>
<I[CDATA[ ProxyEnable]]>
<[registryname>
<registryvalue>
<I[CDATA[ 0]]>
<[registryvalue>

</content>
</addReg>
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