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Tracing Malware by Virtual Machine Monitor
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Abstract Recent malwares are applied obufuscation and debugger detection not to be analized
by disassemblers and debuggers. We are developing an “Alkanet” virtual machine monitor for
malware analysis. Alkanet monitors behavior of malwares by a system call hook. In addition,
Alkanet can obtain detailed information of Windows by referring to internal objects managed
in memory region of Windows. In this paper, we describe structure of Alkanet and malware
analyses by Alkanet.
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