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Abstract Recently, obfuscated JavaScript are being used to direct users to hostile web site that distribute and install
malware files. Many of the malware files that get downloaded also contain obfuscated JavaScript which attacks application
vulnerabilities. Adobe Reader 1s one of the applications that have been targeted by several O day vulnerability attacks. To
better understand these attacks, we have developed a system that dynamically emulates and analyze obfuscated JavaScript.
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