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Improvement of Emulation-based Shellcode Detection

Takayoshi Fujii  Katsunari Yoshioka dJunji Shikata Tsutomu Matsumoto

Yokohama National University

79-7 Tokiwadai, Hodogaya-ku, Yokohama 240-8501, Japan

Abstract Several dynamic shellcode detection methods, in which network traffic is examined by being executed
as machine codes on light-weighted emulator to analyze its behavior, have been proposed as countermeasures
against remote exploits. These previous methods, however, focus on detecting only a polymorphic shellcode,
which decrypts its encrypted payload upon its execution, and therefore, require in practice a parallel use with an
alternative method that detects a non-polymorphic shellcode. Although a number of static detection methods for a
non-polymorphic shellcode have also been proposed, it is said that they have limitations on detecting a shellcode
crafted by a series of obfuscation techniques. In this report, we propose a novel dynamic detection method that is
able to detect not only a polymorphic shellcode but also an obfuscated non-polymorphic shellcode. Since the
proposed method combines both static and dynamic detection, the efficiency can also be improved compared with
a previous method that examines all traffic data by dynamic detection.
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