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Abstract With the rapid advance of monitoring and filtering technology, malware analysis need
to synthesize a variety of access log and extract information to detect security incident. In this
paper we an automated integration and analysis of access log using mechanized reasoning. In
proposed system, we resolve several kinds of access log into uniform clausal representation. Then,
automated deduction system generates unit conflict to detect malware’s behavior. We apply our
system for coping with MARS dataset to evaluate numerical outputs. Also, we compare the
result of two kinds of resolutions: binary and hyper resolution.
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#set 1
S(x). T(x). R(a).
#set 2
-S(x)
-S(x)

| T(x) -> P(x).
| -R(x).
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given clause #16351: (wt=5) 18983 [hyper,16373,15734,8] port_match(pid(756),port(1038)).
** KEPT (pick-wt=1): 18984 [hyper,18983,15739,15763,demod,propositional] ok_2.

----> UNIT CONFLICT at 12.41 sec ----> 18985 [binary,18984.1,15741.1] $F.

Length of proof is 6. Level of proof is 3.

2 [] socket(pid(1232),port(1900),proto(17)).
8 [] socket(pid(756),port(1038),proto(6)).

2819 [] packet(src(sipl(10),sip2(0),sip3(0),sip4(1),sport(mtqp)),dst(dipl(da),dip2(69),dip3(2d),sip4(static),dport(xlhost))).
14992 [] library(pid(1232),dll(_windows_0_system32_w shtcpip_dll)).

15576 [] file(pid(1232),file(_windows_0_system32)).
15729 [] sport(mtqp)=sport(1038).

15734 [] -packet(src(sipl(w 1),sip2(w2),sip3(w 3),sip4(w4),sport(x2)),dst(dipl(w6),dip2(w 7),dip3(w 8),sip4(w 9),dport(w 10)))l
-socket(pid(x1),port(x2),proto(x3))lpor\_match(pid(x1),port(x2)).

15735 [] -socket(pid(x1),port(x2),proto(x3))l -library(pid(x1),dll(y1))lpid_match_1(x1).

15736 [] -library(pid(x1),dll(y1))I -file(pid(x1),file(z1))lpid_match_2(x1).

15737 [] -pid_match_1(x1)I -pid_match_2(x1)lpid_match_3(x3).

15739 [] -port_match(pid(x1),port(x2))| -pid_match_3(x2)I$EQ(x2,22)lok_2.

15741 [] -0k_2.

15750 [hyper,15576,15736,14992] pid_match_2(1232).
15762 [hyper,2,15735,14992] pid_match_1(1232).
15763 [hyper,15762,15737,15750] pid_match_3(x).

16373 [2819,demod,15729] packet(src(sip1(10),sip2(0),sip3(0),sip4(1),sport(1038)),

dst(dip1(da),dip2(69),dip3(2d),sip4(static),dport(x))).

18983 [hyper,16373,15734,8] port_match(pid(756),port(1038)).

18984 [hyper,18983,15739,15763,demod,propositional] ok_2.
18985 [binary,18984.1,15741.1] $F.

Search stopped by max_proofs option.
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Clauses Generated
1

Hyper Resolution
1
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Search stopped by max_proofs option.

—————————————— statistics test ! -------------

clauses given 16351
clauses generated 35070
hyper_res generated 18720
demod_inf generated 16350
demod & eval rewrites 14471
clauses wt,lit,sk delete 0
tautologies deleted 1
clauses forward subsumed 31827
(subsumed by sos) 12535
unit deletions 0
factor simplifications (0]
clauses kept 3242
new demodulators (0]
empty clauses 2
clauses back demodulated 0
clauses back subsumed 2
usable size 16355
sos size 2607
demodulators size 17
passive size 2
hot size (0]
Kbytes malloced 41015

——————————— times (seconds) -----------

user CPU time 12.41 (O hr, O min, 12 sec)
system CPU time 0.13 (0 hr, O min, O sec)
w all-clock time 12 (O hr, O min, 12 sec)
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Demodulation Eval Rewrites

U3 ggbbooboobboobooboboobooboboobboooboobbooboo
gbobogboogbboobogboobbooboobooobuooobooab

Forward Subsumption
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Resolution: hyper and binary
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