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Abstract The threat of web based malware which leads users to attacker’s sites from infected
legitimate Web sites and exploits user’s Web browser is increasing. It is important to investigate
malicious activities of web based malware and clarify attacker’s methodology for tackling it. In
this paper, we investigate malicious Web site’s activities and analyze relationship between them
based on domain information such as DNS records and whois information. Our results reveal
attacker’s methods on deploying malicious Web sites and find that they use specific registrars.
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