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Abstract By focusing on the transition of the access to the Web pages, we clarified the

feature of the access history of the Drive by Download attack. We analyzed the situation

maliciously redirected to the host by using the attack communication data (D3M 2010)

collected by client honeypot (Marionette). Moreover, we derived the distinction logic by

using decision tree learning. The logic shows the consideration of the Web access
transition is effective for the detection of URL (potential URL) that leads to the
download of a malicious file. These analysis results are very important for settling on

measures to reduce the malware damage beforehand.
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