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Abstract This paper develops a simple and efficient technique that can detect malware without
having knowledge about the structure of malware executable files nor existence of packing. The
key idea is to make use of character strings included in executable files and construct statistical
feature vector for each file. We then apply supervised machine learning method. Through the
analysis of 1,511 and 1,449 of benign and malware files, we validate that our proposed method
can achieve fast and accurate malware detection.
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