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Abstract A malware has been downloaded from not only physical device like USB memory but the
Internet. In this research, we focus on the IP addresses contained in the attack communications of the
CCC DATAset2010. Through several host traffic logs, we were able to follow a same given IP address and
guess it is related to malware download sites. In order to verify such hypothesis, we attempted extracting
and visualizing such IP address relationships. By combining IP addresses with the information of ASes

they belong to, we were able to cluster the malware download hosts and made considerations about their

relationships.
1 FUMIC VT ORAEE ) EDHETH L, TDk

DY = TREF & L CIAHIPH IS L T3
WA 2TIRUSB ARV G EDYRTANA AL o o L e o RS ORE L. 7 DRk

FTEEL, Ry b7 2R LTERT 20D grr g - 25 i 3. © o TR LY 27
ZHLTeS, Ity P 7 =7 EOWSEEDD  pmtiz s norh, Hoaery  PEESE
BAARR Web F=NERRET S LICLOT, cpgqa b g bwT Tony = PRMIA <L —
RHIRICERES 2 B 022 S EDRATH L. ooy rips
FRUCEHER Y bRy FREALEY, BEOS Lo Ak £ SRy T — 2 B
A bBPEAREELTRALLZD T2 2 L CIREEH LTS 2. BIEDA v 7 —2y FTIRFZAFD
HRRESND 2 E2iE s, L) TFRICwIL



—BMWEZRTIP 7 FLAZELZFIUDEEZ B
IR TEVTER, Lih>oToLy =7 20
T 25A0MER, 2L 2 7HE kI WEIC
FZDIP 7 FLVADBRTEENS, 2 THald
ZOIP 7 FLARICHEHLZ, =L = PICEge L 7~
RA VBB A)@EER 72HICIP 7 FL 20
REMEL, Z0IP 7 FLADFET 2 Hifts 2
7 & (AS: Autonomous System) 5 T2 )V — 71k
ZBIRI. TOTN=7bEB I ko kiERE S
T 52 EICEoT, <2y 7EARICE T % 5%
RLZEDPHNTH S, T ETET LD
WAk Z2 8 2 o7z, BE, <)L = 7 OIGENC
BT 2% DB I hbhTwe 3 [6][7. L
L AS FHICHD Wb & LI BE T 2 %
BEIGbIlTni\y, Z22THRLAIZIP 7 LA
HHL, Z0ODMRET 2 AS Fa oo Mz H
WERT7a—FE2E kot BT EED
7'1% CCC DATAset 2010 Z a7z, BDUF, 2%
TR IO VTR S, F3EHTIE2 LY =
PEATRL =2 a VIZDOWTERE 207V
Y RLEIOAHURICOWTHT 2, H5ET
ARSI W TERE L2 B ). RZICHE 6
HTIRFE LD LESBOHEELEBRS,

{1l

2 BOEMRR

INFETICONANY 2 TICBET 2SR 0B
bt [6], [7]. Xk [6] Tld~=L 7 = 7R
TLOABULE B I > Tw3, FEESIEv L7 27
Bofi & A b 2 B AR 1 D » TR Iz =
Y7 LTws, ZOFE, <D =7 ORI R
BHroBIhbTwE EWn) T EE, Web R—
AD2IY = TEARY A MEpEICEFRLTnS L
W ZEWTPoTWS, L L Zoagiftkor 7
u—FZ IP 7 F L A ZE R OGRS TiX
DTVE7D, xy 7= FtRuPtLl Tt
IV ziEdT 2 LN THL, ZI TV
TR L 72 ) — F BB IR ) EErSHA L IP
7 FL AL AS OB HAGHE TAEHLL, #E
PIHHE LT 25 &) o —7 —%21EHT 3.

SCHR [7] TlE= vy = 7 ORI & % OIS K A
FORBRE, 2T 2 7 DIEBI ORI O W TOHT
EBEIE-oTwS, ZOFEY, ¥ 7va—FKRA b
DIEEWIDS 3 DI TEL L, ¥y vm—
Fob#E vy = 7 OFEBICERY S 2 2 L %2

5L TWS, L2LIOOHIZ2wuTh 2y b
=228 S22 = THEARY A~ OBIRITHE
INTELT, F—=L7 7l A RO
BOHAS DT> Ty, 22 THAIZZDF—
2V = 7Y A b EEOBIRIC O WO E S
29,

3 WIIIFREHEARL—YaY
DERER

ZDETIF?NVY 2 TEHAAA R L —2 3 viZown
TEETS, TNV zTLREBEDH LHE S
PBAD Iy Ea— o EREBAHLLD,
ML T50070 7502 LTHSL, D
QL7 Web ¥4 FRELTY 7 ru— 3N
L2 ENEFHEL TS, FZOMBEIFL WA
NE-HELEAET S, ZnoD<e Ly =72 L
TWEFAMFIESESBH 2 EEZ 60D, Tk
ZWEE—D N =7 2 A L T 558, —AD
WHEEEDSF A N KL FR, <Ly = 7 offh
HEEIZBILI Xk EEETES, 22T
2y TR %) A A MELE 7 Vv— 71k
L, INoDif#iz< Ly 2 74 L—2a v
EER. ok BIRBICBWTe LY = T A
R —vavziilda e, <Ly o7 DG
THENHEIH 2 RE L 72 D IR 2 MR L 72 D, B
HBrERETETODFEBPYIZLEEDT LI ENT
X259k D, RIZZO2LY = PERAAA L —
v a v OEKHERT,

X 1T, "=—Ky FBELZ Y = 7S
YA L SHE—DIL Y 2T Y ya—FT5E
TIUVHTHSE, ZOHAE, LV T7iAAYA A
L2y 2 7EAEY A F Bl F—owLrv 7
ZRATL7ZE VIR H 5. ZD7DiliF LV
VTR AR L= a it IV —TLTE B,

FvNTT7PEI ) EEIIETRfa—
R IP 7 FLADEGEEN TV HAICH KR
MZBIRDID B LARET 5. K2 TlE, 2L 77
B L= — Ry b2y = PR A b AL
T, FAF A) LHEEFELTWEETAKTHS.
=—Ry FEFRA A FEEBEEZ LT3 (FEH
TEL, HEE/ —FEWER) 2, FA LB EIFiERE
WELTWAEY, LeL, AL A EOBEENAE
(A B—=FHD) ICBEWTHRAFBDOIP7FLA



(LY FEREARL—Y 3

IV T 7T
EANY
B—VILIz7D |4 |
FvO—R
—|
T Iy PR
- 4 hB
. J

X 1: w7 = 7REAGAL— a1

(Qx PRAEARL—Y 3> )

;

NILY L7 ICRBF LI (4]
N=—Ry ~

T

1

Vs
-

X 2: =y = PHEAARL— 3 2

WEENTVED, 2 LTz T7HEBIZEZAT B D
IP 7 FLABEGENTWEY LSS, FAFA

EAR L BICRBRAH 2 EEZL5ND (HRTE
L, [/ —F LS, Z0OMHFIEwLT =7
fifigA XL —yavic V=7 TE 5,

NG 7N — 7D EEE LTIP 7 F L RAICHE
HLTWw323, 2Ly 7RfAARL—> a3 VO
TIZIZZDIP 7 F L ADfic AS HE2HFHL T
W3, AS LIFRELA VI —Fy b ZoEIT L H
frCHs, AS ALIFACEETORY F7—27D
RMERZIT 5, Z0 L&, REERZ RS
% AS 7 aNA F— AS EMER, 5, REMIER
ZZIEBMD AS #HAY<— AS LR (B4
XHR[5]). D2 0DfMAGbEICE>T, REHE
WMERT 7 v AL ¥ — LRI D A RS <2 —D P2C
BIfR &, BHWIEEERZINT P2P OfflAaGb
WHFEAET B, AS BHWICRIREHR %2 s 5 2
EIZEkoT, KO RELRFY PV ZMRTSZ
EWTED, ASVEMTE2y b7 =213 1P 7
FLADEI D BTo, 463120 1P 7 FLARIC
NLT, 120575 AS BH 5, £/ AS 12l
A vy =%y F EICBOTEBEL ZWHE—D AS &
FWEDMBTETVE, 20D ASHFEFLEIP 7
FLRAE—NZOBRICE>TwS, DF DL 2
IP 7FLATHoELTYH, AS FEIVFALTH
E, FA—AS Dy b7 —JZIZHFELTVS &0

AT EDWIETES, ZOWEEFHL T LY =
THATYA D IP 7 FL AL AS FHH5DBGR%EH
HT2LICk>T, 2Tz PRAfARL— 3
YO EME TS 2 EHRETH B,

4 R z7RBARL—=23aY
Dk

2L 2 TP A R L= a v 2T 572912,
T—=Fy toT—=FZWHIL, ASEZFLED
MG B 2 36 275 ) MBS H B, Z2 T TIDH
T, 7%y ol L7 IP 7 FL A% AS
BTy EVYTTET7NVITY RL%RRT.

4.1 ZILIIVXL

AEITIE, 27 2 7HAA RV —> a3 YOl
T ) ZALIIZOWCHEHBRT 2, 73 X4
BTEHD3IDODT7 2 —ATHRNLH>TWV» 3,
phasel @S0 75 IP 7 FL AZHiHT 5.,
phase2 & 2 HifiiD AS H5 27 5.
phase3 IP 7 FL R & AS FHHEZ2 v EV I T35,

phasel Tl, IP 7 FL ADIEHRKRHZFAL,
WERZ7DRALa—FIZIP 7 FLADBEENATY
287y FERRGET 5, Jf§u 713 CCC DATAset
2010 DYEHE T — % # H\»7-. phase2 T,
Bu /2 S L7l AS He2H0Gd 5. AS &
B ORI CAIDA[] ®7—% ZF|H L 7z. phase3
T3, phasel TRE L7 %y FORXEEILIP 7 F
LVAESELEIP 7 FL A, ROERLu—FIicg&En
% IP 7 FLRAIZH LT, W@ESRHI LS IP 7 F
VADBEL TV ASHEZ~YYyEVTT5. X
7N RLDFBa— FZ2RT,

P EDWEERE %9 2 EICk>T, WEHEET—
6 IP 7 FLADHIE AS FEo~vvy T
EBIRIZENTES, ZORYEVITT—%%
HAWTe Ly 2 7 A XL =Y a VO L TH
fbzEsk9.

RICKELBE T —ZIHBIL 72 TP 7 FL R & AS
ForElicktns, ZoL1ID1IHIT LI
BB DOMERDH 2 2 L DSFEATINS |



Algorithm 1 AS %5~ v BV 7 D)k
1: pcap « @50 7

2: for all packet in pcap do
3 packet DEFBILIP 7 FL R EEER IP 7

FLAZRHET 5
4:  if packet DA B —FIZIP 7 FLADEE
T3 then
5 RAT—FILHEEFNTRS P 7 FL A%
RIET %
6: end if
7: end for

8: for all IP in L7 IP 7 FL A do

9. 7y FEEHRKED AS T—Y 2 HET S

10 IPIZE%MT 5 AS 23037

11: LR ASEFEZLIPREYyEYTL
TRIFT %

12: end for

£1:IP 7FLAE AS HHFOHEE

H At IP 7 FL A% | AS 3L
3H5H 200 101
3H6H 298 145
3HTH 266 126
3AS8H 210 102
3H9H 271 136
3H10H 227 108
3H11H 293 148

4.2 KEEET—5 DRHIE

BESEE T = LB LT =2 17X A 57—
Y THBOEBNICED X ) BEGEICE>TVS
OPHHET 22 DLV, 22 THMIE22D)7
Eengifltz s 2 ko7,
WERBET—YDERIL - AS Hro~vy BV /G
WIEHOT, 27 27 IR LR A (==
Ay H) & ZO@EEHT (/ —FN) o7 =271
PHOTALZE ko7, Zhidnn=—xRy b
&) — FORARNZBIRZHS T 5 2 LASH]HE
Th5.

AL L =Rz I E T UL L K2 X 3 12
¥, ZZEAEHEICIE Graphviz[2] Z w7z, K3
DFIIEEBELIE Z b2 L 2R L, Rift
EEAT Y FORXA B —FEZICIP 7 FLAD

1-A || 1-B
Lo j[n]

3: vV 2 TEATY A b O

GENTVARILZRT, M3D1-A ZN=—Ky
FE/—F3 1M1 CHEEX2BIRIETILTHS.
T L 1-B l3n=—Ky b5/ — F~NHTTP
WEZEBILHIBICEMTE %, 2¥% 5 URL 2°
IP 7 FLATHRESINTED, Ihhnfa—F
WricaEEnTnkizoThs, ZZTLABIO
1-B 3FICHEEETLVTHSL, RIZ2F12OD/ —
Rzt L TEBDN=—FRy b L T3 ET
NTHA, 31 —FPoNZ—XRy bADST y
FOHIZEZEZED ) —FDIP 7 FLADBEENT
WEREFILTHS, A3Nn=—FKy bE /) —FDHE
BlcsWLTlibi e b, 27y oz, —FD IP
7 FLADRGEENTVWALDTHS, Ui/ —F
B EFTP —1Thb, w727 rua—F
IR ENZ—Ry FAEFLTWE
DIDEIBETNICES, 5l 1 BDODN=—FKY
FOEBD ) —FEBEEBIR-oTVS, 51
R E LT—HD ) — FNEE L 787 v b rhici
FHD/)—=FDIP PRLABEENTVWE I ETH
5, Ztud/ — PR EHE L THEE2E %> T
Wb, Xy Ry M THBLUREVEH S, DED
5NN 27 AL =2 avDETFNLELT
BHS o o7z, ZOFERELD, Bhann=—Fy
FTHOTHHED ) — FBFEHELTB L L,
ISHEDMEE 7 — FOYEET 2 2 L%t AHEL 5. L
o TInen /) —F27V—7{t§5Z LT~
VY 2 PEAIA RV —> 3 v 2T TH 5.

AS BEZEVYYEY I UETF—YDuIR{t:AS &5
EevEV I LT =20t L 7F5 R 2K 4 12
AT, BBAEUGICIE Java &, 79 7 4 Z il
A 77 & LT Prefuse[3] ZH\»7z, K4 DMHED
WENZ—Ry FTH B, ZONZ—FRy +bn5
RHITHERD AS ZRLTw3, ZORD»H D,
Bz n=—FRy o @L THHLTWS AS
WH D ERTEARNG, LizoTw Ly = T
YA P DO—EiF N N=—F >y b 3D, AS D2y



¥ 4: = v v 77— Dufl

~
-
!

’ \
e \Honeypotl ‘ \
1

/! \ |

X 5. AL —3 3 v OREER

~

‘ Honeypot?2 ‘ N
\

F7—=2NICHBHI EBEZOSNS,

5 HMEERO—PFIEER
5.1 YWz PEHARL—23>0—fFl

A CIEFECTRIT L 2T — Y D 5 R L &
FRL =y avEfle LTIF5, @mEHME LT
=Xy bEHLEL, FONZ—=Fy bEGL
TW3 2L =7 OB Z B Liho » — F$ AS
EEDE ) BRI 2 WHET 5.

No—Ry FodfEw &AL L RS, Jeic
BRIz K ) I 3 D &9 BT AMEIR SN,
COREEICHEBICHWS N IP 7 FL A% YTk
DB ERSICRE, ZZTHwsNZIP 7FL A
EEBOKRE ) —FTh s BERE T2,
COR 5P SIFEE ) — FBED X ) IHEEL T
ZO0HWIT 5 LIETERY, Z2TIP 7 RL
2% AS BHF Ty EV I LEREH VS EX S
132200 AS BERLTWB Z Ebhot, T4
bbb, X.X.30.162 DIET 5 AS &, Z0LIDET
BT 5 AS TH 2, IolBEn V2L 7-H5E,
X.X.30.162 3= N7 = 7 2 FEBICEATT 5/ —F

Thote., TERD/ —F (X.X.16.183, X.X.245.174,
X.X.62.186) IZfEE , — FThbh, EBROKEE ) —
F (=7 =70l &, FTP Tzt d / —F)
ERARSH D Z EHENII NG, ZOKRE) -
M/ — FiElowdiEa 7B e iisnizo, FEEIC
WEXEB I hbid, FLEEPEIRbRTY
AL, EDXIBNEBTHohZMRT S
ZEiFTERW, KLEUKRIE LT, X.X.30.162
PERIEZHNE T2 L) BEREOHL /) —FT
Hot 54, FTB/ —Fia—¥EHP, ava—
Y OEREEE L TR EpfiEang, MEX
D, V=TI — FodfE M ry bewf =
VLI kD, WE)—FOREREZNEHE
BELTw2/ —F2#ElT5 I L2 CTERL, LaL,
WA T -0l Ly 2 PifiA L —y 3 v
oFzE 5z, HEZTEL TV AREEDLD 5.
DR L DB D ) — FhvEisE L g, HR 72
WERHRE L 25, ZOBHIEFARL—2arvzit
MR T 2 2 LIk > TR TR T 2 5.
WANEZDARL —> a v ET % AS 5 DR
TEMEZITIS 2\ 2 LR E T2 8
BlFonsd,

5.2 AS OBERZHAWCRAERERDER

51 CRLELY 2 Pl A =L —2 a viT
DWTHELEZEIRI. K5 DEICE W THEE
ICK®E ) — FTHh 3 X.X.30.162 23FTET % AS
Z ASx T3, Flen=—Ry FETFED/—F
(X.X.16.183, X.X.245.174, X.X.62.186) 2VTE T %
AS % ASy £33, ZOMED AS 1225\ T, Route
Views[4] 23258 L T 2068 A S a 2 T
Ak 2 L X6 DEETH 7. ASx 1F AS1 D
HAZ2— AS THDH, ASy T AS2DHAY v —
AS TH 3. 7 AS1 & AS2 1 P2P DBHfRICH
L2 Ebhrotz, DF D ASx BLU ASy D71
NA F— AS [FE2s P2P BIfRTH 5728, ASx &
ASy 13 AS BEEREOFR UBEEICMEL Twa e
WH T EMNWZB, TITASy & ASy DIFTE L
TWw3 /) —FoR#ICEEHT S &, ASxy DPKE%
BIBIMD/, — FBEELTED, ASy IIKE%
ZFBMD ) — FBFEL TS, Ldd->T, AS
BEIEREGEIC B W TH U RBEICAET 5 AS FETdH
WENE I b TWws I EDERTE, Mk
DIP 7 FLAE#RIS ASE#RE~YEVY T3



62 ASX <E ASY @BEI{?{E

LT, WE)—FroEE2ZIT5 /) —FETD
v b7 =7 PR OERDARETH B Z L 2R
L 7.

ML EofERZHW3 L, AS OfSHENM: % M3 %
EMTELZDTIR R EEZOND, DFEDA
——Ry P CRONIEESEE T — 5 % AS [H#RIC
2y EV TR LIk T, W) — FOFEET
2HE%E AS W CHETT L2 ENTESDTH
%3, BIRD %2y b7 —2TiE, BE#GED NIz
E9 2% AS HEAEE LTz h, XY=
MTHVWEFHE L TWAEDT 220, BEOH S
FARZRELRTWVWEWVL S, Z2ITHE)—F
POoREEZZIIL /) —FETORY PY—7 FRnu
CEFAET B LICL ST, ED AS ITKE ) —F
BEBDODP LW ERERL Z LV TH S, Z
DIEHE I AS OEFEMEZZBINICHN T2 2 &
WTEL LIRS,

RIZAS e~y EV T3 LIk aHbEIC
DWTEET S, AS FlRE RESIAEERIEDHE
MTHBOHELIBREDERZHIEFT 2 2 &30
HBTh2., EE0 720U T % & EICRFRFIER
EEDLETHET B LICk > T, 5 TAS L
RYyEVITESL, DOFED I ICRE LY —
THER 7RI T 2720 T, Bro<y 27l
MAANDRB IR KEDRy P 7 =7 bRuy
EHSIZT DI ENTES, 20D EDX v
B —TEIHibHiLiz AS ZHHSEIZT 5 2 3T
F, WRHHOKEE L O~ = 7 DYLECIREEIC
DWTHHET 22 LB TELZDTR VDL EEZLS
na,

6 F&ob

AWFETIE Y 2 TR A R —> 2 v Offit &
bz B Z ko, AL —v a vy ofitix CCC
DATAset 2010 DEEEET—F 2T IP 7 F
LACEHLTE I Rok, £4Z2DIP 7FL A
DET 2 AS |/ Ly EV T3 LICk>T
BEEH (==K ) EREFOBREZH S T
52 EtrA, ZORKE, 5EEHDO LY = 7R
TREESFAELTWB 2 EDRHL IR Y, —HD
2N 27 R L —2 a v D AS ORI TF
B CHTT 2 2 £ TE . ZORER, AS OfSHE
M2 B 2729 2 LB TR R WL EVW) 2 E
L, YEoOBEEEERT IR =2 VS I LT,
WEHFHOREES L 2Ly = 7 OIGEIREEIC O W
THETZ 2D TRV EWVT Z Ebho T,

SHOFEE LT, A V¥ —%v b ETRTD AS
EREIfibn: AS OffRE vy EV L, &b
RELONVY2TEHAMAARL =2 a vOFEREZEZ
BT EBEZOND, FRAEDTIELWRET
2aM3H D, XU R E LT E 2R
B 2BEn 7 roE—e L2 T74F R —va v
EFHMEBLEET 207 70e—FBEZ 5N,

BE AMREBIZZIICHD, AS EHRORE
BB IVCME R W0, 5 RTBIERM Y
BERF OB ER K ICEHOEZ T,

&

[1] Caida. http://www.caida.org/home/.
[2] Graphviz. http://www.graphviz.org/.
[3] Prefuse. http://prefuse.org/.

[4] Route views. http://routeview.org/.

[6] Xenofontas Dimitropoulos, et al. AS Relation-
ships: Inference and Validation. ACM SIG-

COMM CCR, 2007.

[6] PARKEZE, HiEf&. CCC DATAset 2009 12 Xk %
2 )V = 7 EARICO AIEE. MWS2009, 2009.

(7] AR, PR, w7 v u—F
FAMCEH LY =7 OEEIE 5317
MWS2008, 2008.



