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Abstract The authors have been developing Anti-Malware User Support System, which
analyzes suspicious programs installed on users’ PCs by employing dynamic malware
analysis systems and automatically removes detected malicious programs. In addition to
removing the malicious programs, this system can remove/repair files and registries that
the malicious programs created/modified by generating removal tools based on behavior
analysis reports obtained from the dynamic malware analysis systems. In this paper, we
will show how this system analyzes and removes malware in CCC DATASet 2011.
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