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Abstract Most of the malware in the real world is obfuscated by a packer which is designed for
disturbing static analysis. In order to analyze such malware, we first have to unpack the malware
and extract the original code from it. The obfuscation algorithm is different for each type of
packer so it is better to take a different approach suited for each packer type. However, the
fact that a large number of different types of packers exist makes it difficult to correctly identify
the type of packer by signature-based identification, which is a common existing method. So,
in this paper, we propose a dynamic packer identification method, which executes malware in
an isolated environment, collects instruction trace logs, and compares them with signatures of
packer-specific instruction sets. Identifying the types of packers and understanding their packing
algorithm allow us to effectively unpack obfuscated malware. To evaluate our proposed method,
we have conducted a cross validation against 80 sample executables which are generated by
packing 8 standard Windows executables with 10 common packers. As a result, we succeeded to
identify the types of packers for all 80 executables. Lastly, we show the result of the experiment
with CCC Dataset 2011.
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