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Abstract Dynamic malware analysis environments commonly distinguish their target code
from benign code based on its process ID or thread ID. However, the distinction based on
these IDs does not correctly handle? malware which has anti-analysis functions. To solve this
problem, we propose an approach for identifying the to-be-analyzed code based on taint tags.
To prove the effectiveness of our proposal, we have conducted experiments with a set of test code
which behaves like malware and also with CCC Dataset2012. The results of these experiments
indicated that our approach is effective against various anti-analysis functions, and that it is
applicable to real malware. Our proposal will allow existing malware analysis environments and

antimalware research to be more precise and effective.
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