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Abstract Most malwares are packed or encrypted. In order to analyze such malwares, we
have to unpack them and extract the original codes from them. There are many techniques of
packing. It is difficult to extract original codes from malwares packed with multi-stage packers
because their decryption algorithms is complicated. In this paper, we present our preliminary
efforts toward generic binary unpacking against the three multi-stage packers, which are tElock,
PESpin, and yoda’s Crypter. We find out that the thee packers has a common part of their
algorithms. The packers finally reveal the original code of a malware to a specific section named
‘.text section.” That is, we set a break point in the section and can get the original codes of any
malwares packed with the three packers.
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