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Abstract Dynamic Analysis is effective for Malware. Although most malwares try to connect
to the internet, Malware sample should be executed in disconnected the internet environment.
For malware, not connecting the internet, malwares do not trigger their malicious behaviors.
In this paper, we present design and implementation of malware traffic analysis using virtual
network. We provide some fake services such as HTTP, IRC, DNSO SMTP and FTP in the
virtual network. We analyze malware’s traffic.
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