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Abstract We report the result of experiments in which we detected malware in the MWS 2012
malware dataset by using BVMD, a hypervisor that provides a malware detection mechanism.
BVMD is implemented by extending a parapass-through hypervisor BitVisor. BVMD applies
signature matching against data blocks that are transmitted between the guest OS and devices
such as hard disks.
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