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Feasibility study of Observable Expression
for Cyber Attack Countermeasure

Masato Terada, Kazuki lwamoto, Motoi Endo
Nozomi Matsuzaka and Hideaki Kobayashi

Malware activities are progressing and changing for long term and short term, especially for the aspects of the
function and implementation. For these progressing and changing, we should track them and keep up-to-date and
reviewing for our information system security. In this paper, firstly we will describe implementation transition of
email worm. Secondly, we will introduce our tracking approach for the aspects of the functional and
implementation changing of outbound traffic of malware.
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<cybox:Observable>
<cybox:Stateful_Measure>
<cybox:Description>
<common:Text>MWS 2012 Datasets - D3M 2012 - SHAL: 545¢261b3b00d116 DEHHE T7AIL YA X /N
wiafl #EHESE URL. % IP PRL X R—+ES . FOka)L(TCP/UDP)</common:Text>
</cybox:Description>
<cybox:Object id="cybox:mws2012.d3m.545e" type="File">
<cybox:Defined_Object xsi:type="FileObj:FileObjectType">
<FileObj:File_Name datatype="String">20110725.exe</FileObj:File_Name>
<FileObj:Size_In_Bytes datatype="UnsignedLong">16896</FileObj:Size_In_Bytes>
<FileObj:Hashes>
<common:Hash>
<common:Type datatype="String">SHAl</common:Type>
<common:Simple_Hash_Value condition="Equals"
datatype="hexBinary">545e261b3b00d116</common:Simple_Hash_Value>
</common:Hash>
</FileObj:Hashes>
</cybox:Defined_Object>
<cybox:Related_Objects>
<cybox:Related_Object idref="cybox:mws2012.d3m.file.exe.site" type="URI"
relationship="Downloaded_From" />
<cybox:Related_Object idref="cybox:mws2012.d3m.545e.con2" type="URI"
relationship="Connected_To" />
<cybox:Related_Object idref="cybox:mws2012.d3m.545e.resolvedto” type="IP Address"
relationship="Resolved_To" />
<cybox:Related_Object idref="cybox:mws2012.d3m.545e.con2protocol” type="Port"
relationship="Connected_To" />
<cybox:Related_Object idref="cybox:mws2012.d3m.545e.con2port" type="Port"
relationship="Connected_To" />
</cybox:Related_Objects>
</cybox:Object>
</cybox:Stateful_Measure>
</cybox:Observable>

<cybox:Observable>
<cybox:Stateful_Measure>
<cybox:Object id="cybox:mws2012.d3m.545e.con2" type="URI">
<cybox:Defined_Object xsi:type="URIObj:URIObjectType" type="URL">
<URIODbj:Value datatype="AnyURI" condition="Equals">xxx2wahaha.cn</URIObj:Value>
</cybox:Defined_Object>
</cybox:Object>
</cybox:Stateful_Measure>
</cybox:Observable>

<cybox:Observable>
<cybox:Stateful_Measure>
<cybox:Object id="cybox:mws2012.d3m.545e.resolvedto” type="IP Address">
<cybox:Defined_Object xsi:type="AddrObj:AddressObjectType" category="ipv4-addr">
<AddrObj:Address_Value datatype="String"
condition="Equals">xxx.108.235.94</AddrObj:Address_Value>
</cybox:Defined_Object>
</cybox:Object>
</cybox:Stateful_Measure>
</cybox:Observable>

<cybox:Observable>
<cybox:Stateful_Measure>
<cybox:Object id="cybox:mws2012.d3m.545e.con2port” type="Port">
<cybox:Defined_Object xsi:type="PortObj:PortObjectType">
<PortObj:Port_Value datatype="Positivelnteger" condition="Equals">2583</PortObj:Port_Value>
<PortObj:Layer4_Protocol datatype="String" condition="Equals">TCP</PortObj:Layer4_Protocol>
</cybox:Defined_Object>
</cybox:Object>
</cybox:Stateful_Measure>
</cybox:Observable>
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