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Alkanet NERI S5 ATL—)

Y ) S RT AO—)L DB
NtCreateFile, NtReadFile,
I7ANV NtWriteFile,
L2 AR NtQueryValueKey,NtSetValueKeys,..
NtWriteVirtualMemory,
82T NtProtectVirtualMemory, ..
s, NtCreateSection, NtOpenSection,
I7ANTIE T NtMapViewOfSection,
p NtCreateProcessEx,
70X NtTermlnateProcess
2Lk NtCreateThread,NtTerminateThread,
7 NtSetContextThread,
Fwh—%  NtDeviceloControlFile,

e 2 AN

NtLoadDriver, NtUnloadDriver




A—KRA1>9x97>3y MEDT—Y)
1 RLYRMERR

108.118 Polipos.exe NtCreateThread Cid: 37@.11c, ProcessName: winlogon.exe => STATUS_SUCCESS
N N - A=
2. AbvykRDarTFFAMES
108.118 Polipos.exe NtGetContextThread Cid: 370.11c, ProcessName: winlogon.exe => STATUS_SUCCESS

3. AEVHELR & 1EBRERTE

108.118 Polipos.exe NtAllocateVirtualMemory pid: 370, ProcessName: winlogon.exe, BaseAddress: @xd90000,
Protect: 0x40 (PAGE_EXECUTE_READWRITE),.. => STATUS_SUCCESS

108.118 Polipos.exe NtProtectVirtualMemory Pid: 370, ProcessName: winlogon.exe, BaseAddress: 0xd90000,

NewProtect: 0x40 (PAGE_EXECUTE_READWRITE),..
4. AERUEZAH

=> STATUS_SUCCESS
108.118 Polipos.exe NtWriteVirtualMemory Pid: 370, ProcessName: winlogon.exe => STATUS_SUCCESS

5. ALYRDIAVTHARKTE

108.118 Polipos.exe NtSetContextThread Cid: 370.11c, ProcessName: winlogon.exe => STATUS_SUCCESS
0N P A A
6. ALYRDERITHIA
108.118 Polipos.exe NtResumeThread Cid: 37@.11c, ProcessName: winlogon.exe => STATUS_SUCCESS
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ALY RDEH (REFEDT—H)

No. [5212, 5213]: Polipos.exe (Cid: 54c.18c) -> svchost.exe (Cid: 480.2c4) (Code Injection)
No. [5288, 5289]: svchost.exe (Cid: 480.2c4) -> svchost.exe (Cid: 480.22¢)
No. [5959, 5960]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.38c)
No. [6392, 6393]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.360)
No. [11340, 11341]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.720)

No. [14368, 14369]: svchost.exe (Cid: 480.720) -> rundl132.exe (Cid: 220.7f8) (Code Injection)
No. [14546, 14547]: rundll32.exe (Cid: 220.7f8) -> rundll32.exe (Cid: 220.488)

No. [11844, 11845]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.24c)

No. [15080, 15081]: svchost.exe (Cid: 480.24c) -> alg.exe (Cid: 34c.1c8) (Code Injection)
No. [15240, 15241]: alg.exe (Cid: 34c.1c8) -> alg.exe (Cid: 34c.5ac)

No. |-:i3214, 13215]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.7e0)

No. [16586, 16587]: svchost.exe (Cid: 480.7e0) -> explor'er.exe (Cid: 538.510) (Code Injection)
No. [16744, 16745]: explorer.exe (Cid: 538.510) -> explorer.exe (Cid: 538.6ac)

No. [13802, 13803]: svchost.exe (Cid: 480.22¢) -> svchost.exe (Cid: 480.308)
No. [14422, 14423]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.2d0)
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No. [5212, 5213]: Polipos.exe (Cid: 54c.18c) -> svchost.exe (cid: 480.2¢c4) (Code Injection)

No. [5288, 5289]: svchost.exe (Cid: 480.2c4) -> svchost.exe ((Cid: 480.22¢c)
No. [5959, 5960]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.38c) w KA
No. [6392, 6393]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.360) Zl/jl\b /h’?gi
No. [11340, 113417: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.720)

No. [14368, 14369]: svchost.exe (Cid: 480.720) -> r'und1132 exe (Cid: 220.7f8) (Code Injection)
No. [14546, 14547]: rundl[37.exe et < s e "7720 . 488)

éb(J‘:le)j’ EI'IZZ’\!.T&""

[11844 11845]: svchost.exe (Cid! 4¢C)

[15080, 15081]: svchost.exe (Cid: 480. 24c) -> a'[g exe (Cid: 34c.1c8) (Code Injection)
NO. (157240, 1I5241]:. alg.exe (Cid. 34C.IC8) -> alg.exe (Cid: 34c.5ac)

No. I-:i3214, 13215]: svchost.exe (Cid: 480.22c) -> svchost_.exe (Cid: 480.7e0)

No. [16586, 16587]: svchost.exe (Cid: 480.7e0) -> explor'er.exe (Cid: 538.510) (Code Injection)
No. [lo/44, 1lo/45]: explorer.exe ((1d: 538.510) -> explorer.exe ((id: >538.0acC)

No. [13802, 13803]: svchost.exe (Cid: 480.22¢) -> svchost.exe (Cid: 480.308)
No. [14422, 14423]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.2d0)
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Bihe (D A~LA%—) | Bl

] Hi%ﬁo)ijle7(\- Backdoor.Win32.EggDrop.cpc

Backdoor.Win32.EggDrop.cpe

AI kanet (it \—C Backdoor.Win32.IRCBot.jwy

Backdoor.Win32.IRCBot.kzr

"b hé 0) ﬁ\ ’? Backdoor.Win32.IRCBot.xu
Backdoor.Win32.Rbot.adqd
O CCCDATAsetZ O 1 2 o) Backdoor.VVini%Q.Rbot.bn(;l
401$ICDL \Tﬁg*ﬁé Net-Worm.Win32.Allaple.a

Net-Worm.Win32.Allaple.b

/ —
1 T D 7—: Net-Worm.Win32.Allaple.e
Net-Worm.Win32.Kido.dam.am

22 *R ﬁ #E - Net-Worm.Win32.Kido.ih

j] Z/\) l/Z :F —_ 0)1:% II:I:II % Trot? an—Dr.opper.Win32.I.nj ector.bslj

Trojan.Win32.Genome.rioo

—_

Trojan.Win32.Genome.ujat
Trojan.Win32.Inject.achx
Trojan.Win32.Jorik.Poebot.bt
Trojan. Win32.VBKrypt.imgt
Virus.Win32.Virut.av
Worm.Win32.Ngrbot.jit

U EREERE 11 20124 10R8 30H

== = = = = = W= O 00 O NN RN

—




gl =58

ZEH) *ﬁfzk 2 (ElE) | EEE ElA)
B L 72 ik 33 (82.5%) 17 (85.0%)
7 7 A VBRI 24 (60.0%) 10 (50.0%)
N7 A N2 AR 2 (5.0%) 2 (10.0%)
Hir-io 7’ a kA %) 22 (55.0%) 11 (55.0%)
a—FAfvyzr7>av 0 (25.0%) 8 (40.0%)
HoBHED 7 7 4 VO HEIER 5 (37.5%) 5 (25.0%)
Y= R E L) 5 (37.5%) 4 (20.0%)
Run ¥ — DiRE 5 (12.5%) 5 (25.0%)
LocalServer32 ¥ — DE 21 (52.5%) 5 (25.0%)
AHIT & 84 7T & % 71 & A [EEE 21 (52.5%) 8 (40.0%)
/etc/host %z Z8HE 2 (5.0%) 2 (10.0%)
77 A7 74— IVDREDEH 5 (12.5%) 5 (25.0%)
v b7 — 7 O 4 (10.0%) 3 (15.0%)
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FEDRETEH

[P] 896: Injector.exe (pid:7e0, ths:1) ... Generated by malware executable file.
[T] 926: Injector.exe (cid:7e0.7e4, #1204) ... Generated by malicious process.
[P] 3488: Injector.exe (pid:7f@, ths:1) ... Generated by malicious thread.
[T] 3518: Injector.exe (cid:7f0.7f4, #557) ... Generated by malicious process.
[P] 4793: Injector.exe (pid:7f8, ths:1) ... Generated by malicious thread.
[T] 4825: Injector.exe (cid:7f8.7fc, #74 ) ... Generated by malicious process.

[T] 5144: explorer.exe (cid:6c8.74 , #16869) ... Injected by malicious thread.
[T] 7882: rundll32.exe (c1d:73c.80 , #931) ... Injected by malicious thread.
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Allaple

20% of logs are malicious. (1970/100706)

[P] 886: Allaple.exe (pid:78, ths:1) ... Generated by malware executable file.
[T] 914: Allaple.exe (cid: 78.80 , #645) ... Generated by malicious process.
[P] 2148: urdvxc.exe (p1d:98, ths:1) ... Generated by malicious thread.
[T] 2178: urdvxc.exe (cid: 98.9c , #449) ... Generated by malicious process.
[P] 3383: urdvxc.exe (pid:a4, ths:1) ... Generated by malicious thread.
[T] 3411: urdvxc.exe (cid: a4.a8 , #440) ... Generated by malicious process.
[P] 6820: urdvxc.exe (pid:11c, ths:1) ... Generated by malicious thread.
[T] 6848: urdvxc.exe (cid:11c.118, #436) ... Generated by malicious process.

O GCEKSNL AT AO—ILDEUTHL T,
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007 ZzE:R (1/2)

o services.exe W/~ 7TOFREREEIL TLV/E

39c.4cc services.exe NtCreateProcessEx Pid: a@, ProcessName: urdvxc.exe,
\WINDOWS\system32\urdvxc.exe => STATUS_SUCCESS

o 20 urdvxc.exe (IR 7ICL>THEREN /=771l

78.80 Allaple.exe NtCreateFile  \??\C:\WINDOWS\system32\urdvxc.exe => STATUS_SUCCESS
78.80 Allaple.exe NtWriteFile \WINDOWS\system32\urdvxc.exe => STATUS_SUCCESS

o services.exe M urdvxc.exe ZH—E XR(ZTB7/=0HIC
LI ZAMZEERTEL TOWAIEDELEFRSNTLVE

39c.230 services.exe NtCreateKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\MSWINDOWS
=> STATUS_SUCCESS

39c.230 services.exe NtSetValueKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\MSWINDOWS,
Type = 0x110 => STATUS_SUCCESS
39c.230 services.exe NtSetValueKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\MSWINDOWS,

ImagePath = "C:\WINDOWS\system32\urdvxc.exe" /service,
=> STATUS_SUCCESS

' O 7)[/'7T7c" services.exe MEICBIE D dHoIzE
Bonsdn, EEE?E‘C%?‘ ®
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£007 =R (2/2)

1. RO T DT 7AIVZEVERR

78.80 Allaple.exe NtCreateFile  \7?\C:\WINDOWS\system32\urdvxc.exe => STATUS_SUCCESS
78.80 Allaple.exe NtWriteFile \WINDOWS\system32\urdvxc.exe => STATUS_SUCCESS

2. services.exe MU AN)ZEHRTE

39c.230 services.exe NtCreateKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\MSWINDOWS
=> STATUS_SUCCESS

39c.230 services.exe NtSetValueKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\MSWINDOWS,
Type = 0x110 => STATUS_SUCCESS
39c.230 services.exe NtSetValueKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\MSWINDOWS,

ImagePath = "C:\WINDOWS\system32\urdvxc.exe" /service,
=> STATUS_SUCCESS

3. services.exe PIMIIL/=7ALRELT
H—E X F)

39c.4cc services.exe NtCreateProcessEx Pid: a@, ProcessName: urdvxc.exe,
\WINDOWS\system32\urdvxc.exe => STATUS_SUCCESS

T_'l:laﬁﬁﬁj('_—_jé 17 201255 10ﬁ 30H
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New Thread Tree

94 .1% of logs are malicious. (94775/100706)

[P] 886: Allaple.exe (pid:78, ths:1) ... Generated by malware executable file.
[T] 914: Allaple.exe (cid: 78.80 , #645) ... Generated by malicious process.
[P] 2148: urdvxc.exe (p1d:98, ths:1) ... Generated by malicious thread.
[T] 2178: urdvxc.exe (cid: 98.9c , #449) ... Generated by malicious process.
[P] 3383: urdvxc.exe (pid:a4, ths:1) ... Generated by malicious thread.
[T] 3411: urdvxc.exe (cid: a4.a8 , #440) ... Generated by malicious process.
[P] 6820: urdvxc.exe (pid:11c, ths:1) ... Generated by malicious thread.
[T] 6848: urdvxc.exe (cid:11c.118, #436) ... Generated by malicious process.
[T] 3190: services.exe (cid:39c.4cc, #84 ) *** NORMAL PROCESS
[P] 4481: urdvxc.exe (pid:a@, ths:5885) - [SERVICE] Generated as service by generated file.
[T] 4509: urdvxc.exe (cid: a@.b® , #434) ... Generated by malicious process.
[T] 5489: urdvxc.exe (cid: a@.ac , #20 ) ... Generated by malicious thread.
[T] 6243: urdvxc.exe (cid: a@.bc , #166) ... Generated by malicious thread.
[T] 6628: urdvxc.exe (cid: a0.e4 , #27991) ... Generated by malicious thread.
[T] 6638: urdvxc.exe (cid: a0.e8 , #2 ) ... Generated by malicious thread.
[T] 6654: urdvxc.exe (cid: a@.ec , # ) ... Generated by malicious thread.
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IRCBot

[P] 2332: IRCBot.exe (pid:cc, ths:2) ... Generated by malware executable file.
[T] 2369: IRCBot.exe (cid: cc.e4 , #1339) ... Generated by malicious thread.
[T] 9446: IRCBot.exe (cid: cc.10c, #0 ) ... Generated by malicious thread.

"tT] 3520: services.exe (cid:39c.21c, #3010) *** NORMAL PROCESS
[P] 3638: nservice.exe (pid:e8, ths:285) =[SERVICE] Generated as service by genereted file.
[T] 3674: nservice.exe (cid: e8.ec, #356) ... Generated by malicious thread.

3343: [<-] (39c.42c) services.exe NtCreateKey
key_handle:\REGISTRY\MACHINE\SYSTEM\CONTROLSETOO 1\SERVICES\NSERVICE => STATUS_SUCCESS

3349: [<-] (39c.42c) services.exe  NtSetValueKey

value_name:Type, title_index:0, type:0x4 (REG_DWORD), data_size:0x4, data:+0x110,

key_handle:\REGISTRY\MACHINE\SYSTEM\CONTROLSETOO 1\SERVICES\NSERVICE => STATUS_SUCCESS
3360: [<-] (39c.42c) services.exe NtSetValueKey

value_name:Start, title_index:0, type:0x4 (REG_DWORD), data_size:0x4, data:+0x2,

key_handle:\REGISTRY\MACHINE\SYSTEM\CONTROLSETOO 1\SERVICES\NSERVICE => STATUS_SUCCESS
3364:[<-]1 (39c.42c) services.exe NtSetValueKey

value_name:ErrorControl, title_index:0, type:0x4 (REG_DWORD), data_size:0x4, data:+0,

key_handle:\REGISTRY\MACHINE\SYSTEM\CONTROLSETOO T1\SERVICES\NSERVICE => STATUS_SUCCESS
3367:[<-] (39c.42c) services.exe NtSetValueKey

value_name:ImagePath, title_index:0, type:0x2 (REG_EXPAND_SZ), data_size:0x42,

data:C:\WINDOWS\system32\nservice.exe,
key_handle:\REGISTRY\MACHINE\SYSTEM\CONTROLSETOO1\SERVICES\NSERVICE

s éngp RS TATUS_SUCCESS 21 20124 108 30H



KSq/xpO—K
1. RV T ISRSA/NZEERX

158.170 smsg.exe NtCreateFile \?7\C:\WINDOWS\system32\drivers\sysdrv32.sys
=> STATUS_SUCCESS
158.170 smsg.exe NtWriteFile  \WINDOWS\system32\drivers\sysdrv32.sys => STATUS_SUCCESS

2. services.exe WU ANESRTE

39c.2f0 services.exe NtCreateKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@I\SERVICES\SYSDRV32
=> STATUS_SUCCESS
39¢.2f0 services.exe NtSetValueKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\SYSDRV32,
Type = @x1 => STATUS_SUCCESS
39¢.2f0 services.exe NtSetValueKey \REGISTRY\MACHINE\SYSTEM\CONTROLSET@@1\SERVICES\SYSDRV32,
ImagePath = "\7??\C:\WINDOWS\system32\drivers\sysdrv32.sys"
=> STATUS_SUCCESS

3. services.exe DBRZA4/\EO—R

39c.2f0@ services.exe NtLoadDriver \Registry\Machine\System\CurrentControlSet\Services\sysdrv32
=> STATUS_SUCCESS

o ERX TId NtLoadDriver [Z&RIESNIRDo7=EE V=8,
A4 Bt —I)VICE BN HY, RIZICITER BN T
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