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Intrusion Kill Chain (Cyber Kill Chain)

e Lockheed Martin: Intelligence-Driven Computer Network
Defense Informed by Analysis of Adversary Campaigns
and Intrusion Kill Chains (ICIW2011) (20114E3A)

o [EFIMETHRETINE]

"Advanced Persistent Threat” (APT)

o [EFI]

@ Reconnaissance ({EEg)
@2 Weaponization (E2%1t)
@ Delivery (fig:%)
@ Exploitation (I{E&)
® Installation (£ ZXb—=Jb)
® Command and Control (C2) (:= Pl )
@ Actions on Objectives (3£1T)
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Intrusion Kill Chain (Cyber Kill Chain)
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Account
Address

API

Code

Device

Disk

Disk Partition
DNS Cache
DNS_Record
Email Message
File

GUI

GUI Dialog Box
GUI Window
Library

Linux Package
Memory

Mutex

Network Flow
Network Packet
Network Route Entry
Network Route
Network Subnet
Pipe

Port

Process

Product
Semaphore

Socket

System

Unix File

Unix Network Route Entry
Unix Pipe

Unix Process

Unix User Account
Unix Volume

URI

User Account

User Session
Volume

Win Computer Account
Win Critical Section
Win Driver

Win Event

Win Event Log

Win Executable File
Win File

Win Kernel

Win Kernel Hook
Win Handle

Win Mailslot

Win Mutex

Win Pipe

Win Network Route Entry
Win Network Share
Win Pipe

Win Prefetch

Win Process

Win Registry Key
Win Semaphore
Win Service

Win System

Win System Restore
Win Task

Win Thread

Win User Account
Win Volume

Win Waitable Timer
X509 Certificate

(more on the way)
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Cyber Kill Chain B8 ;& &

e STIX (Structured Threat Information eXpression;
%lﬁlﬂﬁiﬁ &btk fizz0)

MITREA RN ELYEERRELZEDHTELEDT, 1N —NE
(cyber threats:; Y r/NN—2ZIcHBIDERE) O . VI —HE%E
FETTBER (indicator) DIFE. VAINN—KEXMGDEIR, Yr1
N—HEICAHATIBHROEFLEZ2BMNELXMLEERTH S,
- 5
e 2010%:US-CERTECERT/CC. BRIBHRDITIEICDULVTIRE
F>BRIEREZBELI=F17I5 LDIER
o 2012%6AH: STIXAF¥—=7 V0.3YYy—A
e 2012%8AH: STIXAF*—= V0.5U1)—A

13



YL IN—tF 1) 7115 R ITIR(LER IPA
Cyber Kill Chain B8 ;& &

RelatedIndicators Observables
. . Indicators
ampaigns : : WEERHT =5 Observables
. . TypicalAssociatedTTP (=
#4{\—I£¥ﬁﬂ RelatedTTP NER —> HEICLOTEHASE
PAEAS 4 Fr1 ] _l' hi-ER
TTPs LeveragedTTP
<—
Attribution #1'1(_1&5%0)
fTEeFO Incidents
: 12706
T ExploitTarget SuseestedCOA
ThreatActors ObservedTTP ,|, g8
VAR 3 ExploitTargets COATaken
VA aﬂgrc\avg% COAReguested § v v
:7::7'\ SATLX
ﬂiwﬁjﬁﬁ’?ﬁ 3| CoursesOfAction
BRICXNY B7:
‘ DHICMBNSHEE
WEEHMEERLELSIELTLNDDH?

EDESICEIELESELTULBDD ? ZIFMAFTILTE y



sk T —sREICET 3 |PA

o RHIAE
o HEREIEICEBEL/4RE



HIAE |PA

o A=JVBI-LEWRELT-. REEHVEE
H CHEILDELHI
- RIIITDA—=IVRET L
- QIVITTDA—=ITRLANET &

16



RHAE IPA

o A—JLiX{EEICRAITBAERDDE
- WSOCK32.DLL
-  MAPI
- SMTP
o IFTE A—7)L—SMTPH—/N
o X(Efl Outlook Express®SMTPH—/y
TDMMDA=IIZ514T7 NOSMTPY—/N
o HEM A—ITRULARALERICMaIl./smip.£50
DNSOMXLO—RK

17



HIRE |PA

o A= XEHEICETIRERDTHA

100% -+

| - .
80% T
60% - l I
. i DNSO)I\/IX[/:I—I‘
40% — )L FL AR A AR [“mail/smtpfF A0
%0)11*30))‘—)b'7747zl~0)SMTPﬂ'—/\
20% + - OutlookExpressODSMTP"j'—/\

1,

A=) L—SMTPH —/\

0% " MAPI
o o . o WSOCK32 DLL
(@) i —
3 § S § 8 S gluo
"SR Qg8
(@]

18



RHAE

o A=VZRLVANEREICBHTIRERDAH
- WSOCK32.DLL
-  MAPI
o TEhLA
e 7RL AR
- 771)WVIRFE
e Qutlook Express®7ZKL AR
o 7ZRLARSLE7 71
o J71IVER%
- FDOROTF—EN—-A

IPA

19



HIRE |PA

o A=IF7RLAREKETREICHATIRERNDAH

I

|
ﬂ ® ZRMPT—AEARN—X
4 774)1/@?17“-
S FRLRIRGBLET 7ML
.~ OutlookExpressM 7 KL Xk

"" e o 7|~|/sz

20



ShaRiE(E I B L 1R IPA

o AMEREEFE/OMINDIEE

HTTPS,
16%

HTTP,
58%
20115 20125
A=
5&?‘1”‘6, 1080/tcp, 8050/tcp, 80/tcp,
13% 8% 15%
8080/tcp,
JOoxY 8%

87%

443 /tcp,
62%

bk 2170, 2011513201148 ~10R (2, BRTIRRSNZH BB X—IICTHFEhTL
ERDNZITINIITS0REDINY IR T BIEEMR. 2012F I (2] 28 HE.

21



NapE(ECiEBL 7R

ROERTR I
- WEEPREEACOELELRELTHELOD. TOE

(ERZRAT, MRMNEMRICOLITS,

»Ht)

&L

70+

FRIERE

=} ;-

BEEE

>iERE. 70 J)VAE
SBEEFE
15
80/tcp P s
HTTP
Zakan
HE

CONNECT
p o1,

CONNECT
HieEL

IPA

22



S 8piE IR B R IPA

o EEERIFHOLANIG T

- LN ™
WRO—RIFHELTHATEST—% ~ Cyb@X
CIVITITDINY Y afE, BEFKIPFTRLALE 4

- LANI2

LAV Dt ETRBCPHROEERRAEZRIT—2RE
70F 30, SRELFEMSEELE

- LARI3
Si&. HROEFRRICLEZIHELNEVMTHRLEE
27 BROME#ELRE

23



NaBE(EICiE B U 7-iRE
SCRIEELALT

o IERBINEA—-I DTkl

<?xml version="1.0" encoding="UTF-8" ?>
<cybox:Observables cybox_major_version="1" cybox_minor_version="0(draft)">
<cybox:Observable>
<cybox:Stateful_Measure> ™
<cybox:Object id="cybox:email_attached" type="Email Message">
<cybox:Defined_Object xsi:type="EmailMessageObj:EmailMessageObjectType">
<EmailMessageObj:Attachments>
<EmailMessageObj:File>
<FileObj:File_Name datatype="String">malware_infected.zip</FileObj:File_Name>

<FileObj:Hashes>
<common:Hash> >_ %1#774)»
<common:Type datatype="String">SHA1l</common:Type>
<common:Simple_Hash_Value condition="Equals" datatype="hexBinary">
laa7c9d7ef3.................. 2f733f01b35dca</common:Simple_Hash_Value>
</common:Hash>
</FileObj:Hashes>
</EmailMessageObj:File> g
</EmailMessageObj:Attachments>
<EmailMessageObj:Header>
<EmailMessageObj:From category="e-mail">

<AddrObj:Address_Value datatype="String">attacker@example.com</AddrObj:Address_Value> X— )b
</EmailMessageObj:From>
</EmailMessageObj:Header> " 9“
</cybox:Defined_Object> /\ /
</cybox:Object> o~
</cybox:Stateful_Measure> ( / \-\

</cybox:Observable>

</cybox:Observables> /'\\ s
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<?xml version="1.0" encoding="UTF-8" ?>

<cybox:Observables cybox_major_version="1" cybox_minor_version="0(draft)">
<cybox:Observable>

<cybox:Stateful_Measure>

<cybox:Object id="cybox:mws2012.d3m.545e" type="File"> 7—,4}»,% ,Ii
<cybox:Defined_Object xsi:type="FileObj:FileObjectType"> J
<FileObj:File_Name datatype="String">20110725.exe</FileObj:File_Name> _774",%

<FileObj:Size_In_Bytes datatype="UnsignedLong">16896</FileObj:Size_In_Bytes>
</cybox:Defined_Object> =771 WYL X
<cybox:Related_Objects>
<cybox:Related_Object idref="cybox:mws2012.d3m.545e.con2"
type="URI" relationship="Connected_To" />
</cybox:Related_Objects>
</cybox:Object>
</cybox:Stateful_Measure>
</cybox:Observable>
<cybox:Observable>
<cybox:Stateful_Measure>
<cybox:Object id="cybox:mws2012.d3m.545e.con2" type="URI">
<cybox:Defined_Object xsi:type="URIObj:URIObjectType" type="URL"> -
<URIObj:Value datatype="AnyURI" condition="Equals">xxx2wahaha.cn</URIObj:Value> ﬁﬁ % U R L
</cybox:Defined_Object>
</cybox:Object>
</cybox:Stateful_Measure>
</cybox:Observable> S~
</cybox:Observables> ( \'\

/-\\ e
25



D IPA

o IV x7NEEEREVCEIRE COE{LEEBijELTRRLDD.
TOEILEEIRAT. WERlcHOLFRE=HN77O0—FIcD

L\TTbi:.o
KRIEHATCHNEEEL T, 2000FEKEEICTHALIEA—IBIT—LD
HBIABEZEBEL T, A=V R EREEA—NTRLAREREZEDY
NICHENWTEH, ERATCOEILLRPHBRIZEETR L=,

- 22z7ONhEEICERL. ¥RlcHhi=->TIRERRE. 7O
WHORAHIS, EOLOLBERENMEATEI-OHI ERATIK
cEe, BloeLTaBgINEBiReRL=.

o SEKNRHE

- SBEOLANVATIOERAEELT. BICLAN2, 305EHBT+—
vybGENERAEEEMRIL

- TR ZIERD/-HDEFINE

26



