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StuxnetfR IR (245F)

Trojan-Dropper.Win32.Stuxnet geography

NMumber of users
B 0-650 B 690 - 1,330 1330-2070 [ 2070-2760 M 2 760 -3 450
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StuxnetfR IR (245F)

Rootkit.Win32. Stuxnet geography

Number of users

BN O-1310 [ 1,310- 2,620

2,620-3930 [ 3930-5240 (MM 5240- 5550
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Duqu & Stuxnet

Game of Binary Similarity

10100011 00101110 01100111 11100001 11001110 11001010
01100011 01111011 11000001 01011111 10000001 10000110
10000001 11101011 10110100 10010101 11100000 00110101
01100101 10110010 00001000 00011101 10001001 00101011
11011010 00000100 10011011 10010010 10111011 10111100

01011111 11000111

7 / - =
Bit values
\. O

v

AT

©2012 Kaspersky Labs Japan

I
—d

KASPCR§KV




B e

—rai%"%ggém_ ééq gugi%%d?ﬁuﬁiigli—

©2012 Kaspersky Labs Japan

KASPCR§KV




Stuxnet Duqu
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Text strings

Text strings

Import data

v

-—"""/

Code for proc. Injection MI

DLL loader code
Init data

Enc. conhg\s

e _*_—_— -

Import data

b

Code for proc. injection
DLL loader code

Version Info

Reloc. table ——r.
Digital signature

Init data

/Enc. config

Version Info
—— Reloc. table

Digital ﬁgnm}

- — [r—— ———————]
~_____Import names

KASPCR§KV

©2012 Kaspersky Labs Japan




Duqu & Stuxnet®tEh%4HRS

Stuxnet

Mrxcls.sys Oem7a.pnf Mdmcp3.pnf
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