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8 00 [X| practice_l.pcap [Wireshark 1.8.7 (SVN Rev 49382 from /trunk-1.8)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEsee EEXeE AerswTF L EE Qe EVE% B

FiIter:I ﬂ Expression... Clear Apply Save

No. [Time Source Destination Protocol| Length | Info
45 2013-05-18 02:35:28. 041697 10.220.0. 36 72.248. 245. 188 Source Destination port:
46 2013-05-18 02:35:35. 629909 10.220.0. 36 72.230. 166. 215 UDP 289 Source port: 61356 Destination port:
47 2013-05-18 02:35:41. 042524 10.220.0. 36 95.10. 33. 213 uDP 279 Source port: 60647 Destination port:
48 2013-05-18 02:35:48. 068565 10.220.0. 36 67.65.147.74 upP 215 Source port: 49671 Destination port:
49 2013-05-18 02:35:56. 520933 10.220. 0. 36 190. 69. 173. 62 upP 305 Source port: 52532 Destination port:
50 2013-05-18 02:36:02. 177351 10.220.0. 36 108.217.233. 48 uDP 273 Source port: 55764 Destination port:
51 2013-05-18 02:36:02. 423464 108.217.233. 48 10.220.0. 36 uDP 537 Source port: 16503 Destination port:
52 2013-05-18 02:36:02. 425318 10.220.0. 36 108.217.233. 48 upP 265 Source port: 55764 Destination port:
R 9012-NR-1R N2° 2R N? RTATA 102 217 211 AR 10 290 0 R 1 1MD N0 Chiirra narts 1ARA2  Nactinatian nart-

4
protocol: wOP (170

P Header checksum: 0x2ec7 [correct]

Source: 10.220.0.36 (10.220.0.36)
Destination: 72.248.245.188 (72.248.245.188)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

< User Datagram Protocol, Src Port: 55939 (55939), Dst Port: 28722 (28722)
Source port: 55939 (55939)
Destination port: 28722 (28722)
Length: 127

P Checksum: 0x9344 [validation disabled]

< Data (119 bytes)
[Length: 119]

0010 00 93 01 df 00 00 40 11 2e c7 Oa dc 00 24 48 f8 ...... @ .....$H.

0020 fS bc da 83 70 32 00 7f 93 44 sieis s P2 s oD}

0030

0040

0050

{0060

0070

0080

0090

|00a0

27024
15718
11126
26145
16503
55764

16503
cR7RA

o

el

Copyright @ MTT Communicatione Carporation. All right recerved.

O ¥ | Data (data.data), 119 bytes i Packets: 54403 Displayed: 54403 Marked: O Load time: 2:27.181

}| Profile: Default
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#1

FDSLQURDFFWLFHB SFDS TCP Endpoints
) LOH Q DPH SUDFWLEFEHB SFDS Address Port Packets |Bytes a |[Tx Packets|Tx Bytes |Rx Packets|Rx Bytes
211.209.241.213 13109 418 209 432 196 194 048 222 15384
JLOH WASH UHVRK\DRSIG XRBLESFDS 94.137.177.75 26614 1150 162 281 470 60931 680 101 350
JLOH HQFDSVXODWLRQ (WKHUQHW T0.220.0.35 51537 T8 137 653 g3 566 08 1310
3 D F N H W V L] HKG UP L\/E\W I'I-"_\D H Sélz-g?-%gg 221 s Tal:lera 1 NOC 127 741 C iy C2 717 E')S 83 g}g
1XPEHU RI SDFNHWYV ol . SERE
J)LOH VL]H E\WHYV [CLi2 kTCP/UDP‘ T AldM11 T 4870]
'DWD VL]H E\WHYV e ) g, e
&DSWXUH GXUDWLRQ Wl ... /M high port « e
6WDUW WLPH 6DW 0D\ 95.78 i~ - s - 6620
(QG WLPH 6DW 0D\ o K http” D _ 5228
'DWD E\WH UDWH E\WHV VHF kK 11 1 N
'DWD ELW UDWH ELWYV VHF il — "> -~ i |
$YHUDJH SDENHW VL]H E\WHYV [rez20 IKUDP MMA A sl
$YHUDJH SDFNHW UDWH SDFNHWYV = - = ]
6+5 GDIFHHI HE F 11 E + | 1N e
DG DE | F GD IEGEIH [EErERDS 59 007
24.24?.2 16. 2T 11225 ouy Lo aau S Ly auroua £ 3 53 287
D E FG 13110175200 15187 618 132336 312 75187 306 57145
6WULFW WLPH RUGHU 7UXH 75.76.164.189 10788 598 132 125 314 77 960 284 54165

WVKDWUDFWLAHERMBD BHD G

,3Y &RQYHUVDWLRQV
JLOWHU 1R )LOWHU!
B I s 7RWDO _ 5HO 6WDUW _ 'XUDW
_ JUDPHV %\WHV _ _ JUDPHV %\WHV __ JUDPHV %\WHV _
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FDSLQUWRDFWLFHB SFDS

)LOH QDPH SUDFWLFHB SFDS

YLOH W\SH.UHV K\DABNG X RBLESFD S

J)LOH HQFDSVXODWLRQ (WKHUQHW

3DFNHW VL]HKGUPLVE\W HM H

1XPEHU RI SDFNHWYV

JLOH VLIH E\WHYV

'DWD VL]H E\WHV

&DSWXUH GXUDWLRQ VHFRQGYV

6WDUW WLPH 6DW 0D\

(QG WLPH 6DW 0D\

'DWD E\WH UDWH E\WHV VHF

'DWD ELW UDWH ELWV VHF

$YHUDJH SDFNHW VL]H E\WHYV

$YHUDJH SDFNHW UDWH SDFNHWYV

6+$ H E G GIFEI |
FIDHFH HG F F D
GFH HIIG HH GG D

BWULFW WLPH RUGHU  7UXH

WVKDWUDFWLAHERQKDIBSHD G

,3Y &RQYHUVDWLRQV
JLOWHU 1R )LOWHU!

H2

53 57
2a
55
&d
&f
59

B I s 7RWDO
~_ JUDPHV %\WHV _ _ JUDPHV

Af 54 A9 A3 A5 20 _da
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H#3

FDSLQUWRODWFWLFHB SFDS
J)LOH QDPH SUDFWLFHB SFDS

J)LOH WA\SH UHVRKDASNG XRBLESFD S

)LOH HQFDSVXODWLRQ (WKHUQHW ZUT3-08—18 £1:30:Ub. 232680 10, 220, U, 38 118, 16/, 120, 220 | CF T oY8YE = |64/71
3 D F N H W V L] HKG UP LVE\W I'HL\IO H 2013-05-18 21:30:06 232049 10 220 0 38 118 167 120 220 TCP 78 55110 = 18471

2013-05-18 2 N> 59898
1XPEHU RI SDFNHWYV ig:g—gg—r 55110
JLOH VLIH E\WHV ey Lerio
'DWD VL]H E\WHV BT o7y
&DSWXUH GXUDWLRQ VHFRQGV
6WDUW WLPH 6DW 0D\ ' N
(0G WLPH 0RO 0D \gaa - k16471/udp or tcp p2p

. - 4 on port: 63090

' D W D E \ W H U D W H 2013-05-20 00:27:42. 386053 10. 220 k —4 on Eort: 16471
'DWD ELW UDWH 2013-05-20 00:27:42.757649  83.103 on port: 62520
$YHUDJH SDFNHW VL]H 20150520 00.27-43. 457514 185,10 it

$YHUDJH SDFNHW UDWH "N HV
6+9% HID

G H G

I FGE F |
6WULFW WLPH RUGHU 7TUXH

WVKDWUDFWLAHERQKDIBSHD G

,3Y &RQYHUVDWLRQV
JLOWHU 1R )LOWHU!
! 7TRWDO

_ ! _ 5HO 6WDUW
~_ JUDPHV %\WHV _ _ JUDPHV

%\WHV ___ JUDPHYV

_ 'XUDW
%\WHV _
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#4

FDSLQUWRODWFWLFHB SFDS

J)LOH QDPH SUDFWLFHB SFDS
J)LOH WA\SH UHVRKDASNG XRBLESFD S

J)LOH HQFDSVXODWLRQ (WKHUQHW
S3DFNHW VL]HKGUPLVE\W HM H

I1XPEHU RI SDFNHWYV

2013-0b-18 ation port: l&464
JLOH VL]H E\WHV N e e
'‘DWD VL]H E\WHV i e e
&DSWXUH GXUDWLRQ VHFRQG V [ e < ion port: 16sss
6WDUW WLPH 6DW 0D\ e k16464/Udp or th p2p W

2013-05-18 - > :q=0 Ack=1 Win=6553
( Q G WLPH OR Q 0D\ 2013-05-18 \ck=1 Win=65800 Len
'DWD E\WH UDWH E\WHV VHF [Eiss !5 - 4 S s e
'DWD ELW UDWH ELWV VHF [esniill 336  pckeis winessszs
$YHUDJH SDFNHW VL]H E\WHV e DTS
$YHUDJH SDFNHW UDWH SDFNHWV |- R

6+3 DE H HGF |
F HD F F D IGG
D G FE D HGGD D
6WULFW WLPH RUGHU 7TUXH

WVKDWUDFWLAHERQKDIBSHD G

,3Y &RQYHUVDWLRQV

JLOWHU 1R )LOWHU!
B I s 7RWDO _ 5HO 6WDUW _ 'XUDW
_ JUDPHV %\WHV _ _ JUDPHV %\WHV __ JUDPHV %\WHV _
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Ho

FDSLQURDFWLFHB SFDS

J)LOH QDPH SUDFWLFHB SFDS

J)LOH W\SH UHVRKDASENG XRBBLESFD S

J)LOH HQFDSVXODWLRQ (WKHUQHW

S3DFNHW VL]HKGUPLVE\W HM H

1XPEHU RI SDFENHWYV

JLOH VL]H E\WHYV 01305 - 7 > 4000 [SYN]
'DWD VL]H E\WHV 2013-05 k4000/tcp N\JM 37 > 4000 [SYN]

2013-05 37 > 4000 [SYN]

&DSWXUH GXUDWLRQ VHFRQG V [m e
6WDUW WLPH 6DW 0D\ wieg EMANNNAAd A 083 sais 1orm, A

2013-05 19 = 80 [ACK] St

(QG WLPH 6DW OD\ 2013-05 P N Jus2/gate.php t
'DWD E\WH UDWH E\WHV VHF mn  <80/tCp HTTP GET 3200 [ror, A

2013-05 39 = 4000 [SYN]

‘DWD ELW UDWH ELWV VHF 2013-05 /USZ/gate.php 59 = 4000 [SYN]
$YHUDJH SDFNHW VL]H E\WHYV 2013-05 39 > 4000 [SYN]

$YHUDJH SDFENHW UDWH NI 2=  ERST 2 =40, Levhl
6+% EFHDE H HDEF

FF FHFGE HGGD HE

H EIG G G DED |
6WULFW WLPH RUGHU  7UXH

WVKDWUDFWLAHERQKDIBSHD G

,3Y &RQYHUVDWLRQV

JLOWHU 1R )LOWHU!
B I s 7RWDO _ 5HO 6WDUW _ 'XUDW
_ JUDPHV %\WHV _ _ JUDPHV %\WHV __ JUDPHV %\WHV _
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