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Abstract To detect the malware infection in internal network, not only anomaly
detection but URL blacklist is also effective method that is focusing on HTTP traffic as
typical example of the Internet traffic in organizations. Although URL blacklist can be
extracted from the result of the malware analysis by sandbox, some URL are difficult to
distinguish them from normal traffic such as checking the Internet reachability to major
site. Taint analysis can be effective approach for identifying the malicious URL such as
C&C or information leakage, but faces some technical challenges. In this paper, we
present a novel approach of URL blacklist generation based on whether the malware
read the system information or user credentials or not. We analyze and discuss the cases
of our light-weight approach.
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<Regs>
<item>HKLM\SOFTWARE\MICROSOFT\WINDOWS NT

\CURRENTVERSION</item>
<item>HKCU\Software\FTP Explorer\Profiles</item>

</Regs>

<Files>
<item>C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\</

item>
<item>C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

\Low\user@yahoo[2).txt</item>

</Files>
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{
"info": {
"category”: "file",
"started": “2013-04-09 04:44:53",
"ended": “2013-04-09 04:47:15",
"version”: "0.5%,
D (HEE)
"category": "filesystem"”,
"status”: "FAILURE",
"return": "Oxc0000034",
"timestamp": “2013-03-28 11:05:10,828",
"thread_id": "1396",
"repeated": 0,
"api": "NtOpenFile",
"arguments”: |
{
"name": “FileHandle",
"value": "0x00000000"

"name": “DesiredAccess”,
"value": "0x001200a9"
D (HEE)
"summary": {

"files": |
"C\\WINDOWS\\system32\\msctfime.ime",
"C\\DOCUME~1\\cuckoo1\\LOCALS™~1\\Temp\,

\2632645C17E1985396F0033D15EE253F.bin.2. Manifest”,
"CA\DOCUME~1\\cuckoo1\\LOCALS~1\\Temp)\
\2632645C17E1985396F0D033D15EE253F . bin.3. Manifest”,
"C\\DOCUME~1\\cuckoo1\\LOCALS~1\\Temp\,
\2632645C17E1985396F0033D15EE253F.bin.Manifest”,
"C\\DOCUME~1\\cuckoo1\\LOCALS™~1\\Temp\,
\2632645C17E1985396FD033D15EE253F.bin.Config",

"http": [
{

"body": ",

"uri”: “http:/fimp.oocoooocooosoos.comfimpression.do/?
user_id=5bf96358-336b-4339-
b511-47279b470712&event=setup_run&spsourcesengageBDR_downl
oadmanager-US-
direct&subid=({null)&traffic_sourcesengageBDRE&offer_id=downloadm
anager”,

"user-agent”: " | | Mozilla/5.0 (Windows NT 5.1) AppleWebKit/
537.11 (KHTML, like Gecko) Chrome/23.0.1271.97 Safari/537.11",

"method": "GET",

"host": "imp. xoooooosoosooo.com”,

"version": "1.1%,

"path": "/impression.do/?user_id=5bf96358-336b-4339-
b511-47279b470712&event=setup_run&spsourcesengageBDR_downl
oadmanager-US-
direct&subid={null)&traffic_sourcesengageBDRE&offer_id=downloadm
anager",

"data": "GET /impression.do/?user_id=5bf96358-336b-4339-
b511-47279b470712&event=setup_run&spsourcesengageBDR_downl
oadmanager-US-
direct&subid={null)&traffic_sourcesengageBDRE&offer_id=do:
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(

“body": ",

“uri": "hitp://aop2 xuco com/htto://app2. oo com/
app.asp?prj=5&pid=wsk1&logdatasMacTryCnt:
0&code=&ver=1.0.0.100&appcheck=1",

“method”: "GET",

“host": "app2.winsoft3.com",

“version": "1.1",

“path”: "http://app2. xxoxxxx.com/app.asp?
pri=5&pid=wsk1&logdatasMacTryCnt:
0&code=&ver=1.0.0.100&appcheck=1",

“data": "GET http://app2. xooucox.com/app.asp?
pri=5&pid=wsk1&logdatasMacTryCnt:
0&code=&ver=1.0.0.100&appcheck=1 HTTP/1.1\r\nHost: app2.
ooncon.comir\n\r\n",

“port": 80

)
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“body*: "",

“uri": "http:/ oo, lywsk79gm7g3iq9w.com/ ?cEI17q20=
%96%CB*D2%D3%DE%D5KBFHIINAEIAINDINIFRI%ID
%D3%9IB8HRA0fHCFHAAKIAKDDHIAHIBHATHAIKIZuNB2%94%9D
%6D3IXHATHEBHA2HETHESHCANCATHABKE2%DBX*BOKAON]%SD
%93%A3%DSNIAKAEKHDBHIANAIXKBINISHDANCCIAIKEENI
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660%A2%95%A2%IFHA29AAKSEIHAAKAT HA3¥HIBEI%IT7HIDIXED
HAGHABHALINATHSENSINA0KNSFHIBI",

“user-agent": "Mozilla/4.0 {compatible; MSIE 8.0; Trident/
4.0; .NET CLR 2.0.50727; .NET CLR 1.1.4322; .NET CLR
3.0.04506.590; .NET CLR 3.0.04506.648; .NET CLR 3.5.21022; .NET CLR
3.0.4506.2152; .NET CLR 3.5.30729)",

“method”: "GET",

“host": "o Lywsk79gm7g3ig9w.com”,

4 URL iR DEER DB

3.6 TIvoYRk

SRRy RBIERLNF VIR ERDIE
|ME—HITHLDONBHH-EEIZ, HEETILY
I7DEESK URL 1o, RTARJRAMZI—E
L7= URL #@&45\LTI SO ARRET B.

4 TEEYrERW-EHERE

REAKXDEFHM@IZFE (T, FFRI Dataset
2013 ZXRIC, ERET A0 EKFHERESEH
EHETERTS.

4.1 &5t

FFRI Dataset 2013 DY RRwo R EET
HEREDS>L, 4 # (id=1199, 1496, 1578,
2567) 12DV TlE JSON KD T77AILAN%E



FTUNTLST-OEEMBIEERIL, 2,640
BRIKICOVWTHOREHEEZR 1 ITRT.

® 1 ERT—4
IHH HE
HTTP BEHY DIEF 256
#ZEAN URL 1,628
a1=—% URL 628
a1=—% FQDN 147

JEAHLDFIVIR/RELIZHSR, 1d=1690
A URL xR LGS (A 6). RAMED
IP 7RLA® URL L ABZBEALSNTRLON,
RIZIF 8O ER—MEFEREY, thoR—rE&tE
ELT= URL 77€RAZ{ToTW\51& 415 5.
BE, TaZ I —OHRAHLIEIERT 2ty
FTIEERON G-

AT —REYMMIENTIE, # 9%DRIEDH
THTTP @EZ1T>oTL%. IR URL #i<xt
9521 =—2 URL#IIH 38%&EE-THY, [
—® URL IZEEET7 VAL TLSREAD,
E—&H5UL\E URL 2TV /RSA—aMNELD
URL A7 AL TWWSEHDBRIENHS.

1 BiAH=Y 90 BE D BRI TIER+59
(L) TH-oT2Y, BITREZRAMLTEEE
FLTIRENHoIY, RAZMBLTHL
BT E CORMZEBICK>TT AR
HBEANBLLIEZYT B8, ChoEfEiR
THIEITKY L ATREL: URL #iZig0d 2L
MNTEHHEEMEL HD.

4.2 URL 7299 RERMG 1

59D Cookie CERDFEHREI7AIL
FAHLOFvIRRELIZIGE, id=15657%
EM URL HERRELY, TS5V RARE
BEN5 (K 5). /XREBAUS HTDEFHAS HT D
#F html EWVSNE—2 DO URLAHBHEM
HHD. BEBRELNTEVC OO DIERETHE
FRDINB—U DR TES-.

<FruiR>
HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows)\
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http://x.xxx.175.164/content/offers/default.aspx
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