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Analysis of massive amount of API call logs collected from

automated dynamic malware analysis systems
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Abstract This work aims to classify malware samples and extract intrinsic characteristics from them,
using machine-learning approach. For this, we build a novel data preprocessing scheme for API call
logs. We then employ clustering analysis to Win32 API call logs that were collected from automated
dynamic malware analysis system. We found that malware samples labeled as Backdoor, Adware, and
some Trojan ones were successfully classified while the rest of samples such as Worm and other Trojan
oens were not. We also found that the latter samples exhibit common characteristics in terms of API
calls; i.e., they are likely using similar high-level functions. We also found the “topics” extracted through
the non-negative matrix factorization technique can be used to find new malware samples that exhibit

similar characteristics.
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0 4: Trojan.Win32.Midhos 00000000000 (Top 5)0

"RegOpenKeyExW": "Registry":"0x80000002" : "SubKey" : "Software\Microsoft\COM3" : "Handle" : "0x000000£4"
"LdrGetProcedureAddress": "ModuleHandle":"0x77c£0000" : "FunctionName": "CallNextHookEx" : "Ordinal":"0"
"NtCreateSection":"SectionHandle":"0x00000070" : "DesiredAccess" :"0x00000004" : "ObjectAttributes:": "FileHandle" : "0x0000006c"
"LdrLoadD11":"Flags":"522168":"FileName" : "uxtheme.d11":"BaseAddress" :"0x58730000"

"LdrLoadD11":"Flags":"522348" :"FileName" :"C: \WINDOWS\system32\uxtheme.d11": "BaseAddress" : "0x58730000"

gboboobOoobooobooooooooooon
ooboooobOooboobooobooooooon
gooobbbbooooobo

0 4000 5000000000000 API
uoboooobooooobboooboboon
oobooOooooocooboonooooooono
gdbdioobooboboboboooouooobo
goboooooooooboosboooboooooon
HEUR:Trojan.Win32.Generic 0000 (DDOOO
oboboobobobooboooo woooooon
O00000) 0000 s0000000000000
oooooo0ooooDooooooooooo40o
U0 Midhos UODOOOD0OOOOODOOOOOODO
00010000000 MedfosOOOOOOODO
UO00000OMedfos U Midhos DO OODOOON
0000000000 (160000000 NMFO
ooboooboooboobooobooooooon
gogoobbobbooooobobobooo

5 oo

oobOoobooboooooooboooooon
OO00D000CO0DOO0O00O0 APIODOOODOODO
obooboooooobooboobooon
O00000O0APIOODOOOOOOOCOOBOW
ooboooboooooooooooboooboooon
ooooooooooboobooboooooo
obooboobooooooooooooon
kmeans OO0 NMF OOOODDOOODOOOO
O000APIOODOODOOOODODOOOODOOOO
ooboooboooboobboobobobooooooo
uoboobooboobooobooooooon
OO0000O00000O0000DOO00O0O0ONMF O
0000000000000 0000OODO0O0 API
uboobooooobooooooboobooo
gbooobooboooooboooobooboooon

oobOooboooooooooobobooooon
gooooooboooboobooooboobooobo
oobooboobooooooooooooon
oboboooboOoooooooooooooooon

O0O0Oooooooo AplOO0O0OOoOOOoOOO
oboooooooooboooobooobooon
gboooooboobooooobooooobooon

oagd 0000000000000 D0000O000O000000D
0O FFRIOODOODOOOODOOONMFOOOOODOOOOOO
go0oo0o0 NTTOOOODOOOODOOOOOOD

goon

[1] Kaspersky Lab, “2012 by the numbers: Kaspersky Lab
now detects 200,000 new malicious programs every day.”
http://wuw.kaspersky.com/about/news/virus/2012/2012_
by_the_numbers_Kaspersky_Lab_now_detects_200000_new_
malicious_programs_every_day.

[2] M. Egele, T. Scholte, E. Kirda, and C. Kruegel, “A survey
on automated dynamic malware-analysis techniques and
tools,” ACM Comput. Surv., vol. 44, pp. 6:1-6:42, Mar.
2008.

[3] “Cuckoo Sandbox.” http://www.cuckoosandbox.org.

[4] C. Willems, T. Holz, and F. Freiling, “Toward automated
dynamic malware analysis using cwsandbox,” Security &
Privacy, IEEE, vol. 5, no. 2, pp. 32-39, 2007.

[5] U. Bayer, P. M. Comparetti, C. Hlauschek, C. Krgel, and
E. Kirda, “Scalable, behavior-based malware clustering.,”
in NDSS, The Internet Society, 2009.

[6] M. Alazab, S. Venkataraman, and P. Watters, “Towards
Understanding Malware Behaviour by the Extraction of
API Calls,” in Cybercrime and Trustworthy Computing
Workshop (CTC), 2010 Second, pp. 52-59, 2010.

[77 O0O00OO0, “00000000000000000DO00 OMWS
Datasets 20130 .7 MWS 2013 http://wuw.iwsec.org/mus/
2013/, Oct 2013.

[8] “FFRI Dataset 2013.” http://www.iwsec.org/mws/2013/
files/FFRI_Dataset_2013.pdf.

[9] “VirusTotal.” http://www.virustotal.com.
[10] “Kaspersky.” http://www.kaspersky.com.

[11] SECURELIST, “Rules for naming detected objects.”
http://wuw.securelist.com/en/threats/detect?chapter=
136.

[12] Y. Yang and J. O. Pedersen, “A comparative study on
feature selection in text categorization,” in Proceedings
of the Fourteenth International Conference on Machine
Learning, ICML ’97, pp. 412-420, 1997.

[13] OO0, “000000000 NMFOOOOOOO/000000
00, 000000000, vol. 95, pp. 829-833, sep 2012.

[14] DO0DODO0OO00D0O0O000000, “Syslog+SNSOOOOOO0O
000000000000000,” NTTOOOO0000, vol. 25,
pp. 20-24, Jul 2013.

[15] Microsoft Malware Protection Center, “Win32/Vobfus.F.”
http://www.microsoft.com/security/portal/threat/
encyclopedia/entry.aspx?Name=Worm:Win32/Vobfus.F#tab=
2.

[16] Microsoft Malware Protection Center, “Win32/Medfos.”
http://www.microsoft.com/security/portal/threat/
encyclopedia/entry.aspx?Name=Win32/Medfos.




