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Abstract In the research, we develop a dynamical analysis method of malware activities using
NICTER. darknet Dataset 2013, which includes unsolicited packet data generated by malware
scan activities, infection activities, backscatter by DDos attacks, human setup errors, etc. We
analyze packets sent out from specific IP regions (subnetworks) at all the destination ports,
and identify the types of malwares. Then, we develop a vulnerability inspection system of
subnetworks based on the darknet traffic data analysis.

— 723 —



1 0000

ubooboooboobooooooobooonboo
goooboobobbooboooboobd
gbobooboboboobooboboooba
gbooobobooboooboboooonog
gbooobooooboobobooboobo
ggobooboobooboooooooooon
gboobooobooboboobobodoobdg
gbooobooooboobooboboobg
goooooobbooboboooboboon
gbooooobobbooboobobodonbdg
gpoobooooog

gboooooboboooboobobobo
gbboobobooboobobooooooogd
gboooboboobooooboobooboooo
gobooooIPoboobooooobooo
gbodbuoouobbobuoobobodobd
00 D000000o0o0oo0ooooogo
0o0o0boooboobobbouonboub DDos O
gbooobooobooboobooogoboon
gboobooobobooobooobobooobo
gbooboooooobooboobonoobo
goboboooboooboobobooboon
gbooboboobooooobooobonod
gbooobobooobooboooboooo
gbooooooboooobobooobobo
gobodgbooooo

oboooboboooboboobobobo
gboooobobobobooboobooba
gboboobdobuoobuobbobooobo
gboooooobobooboooooobooobo
gbooobooboboobobobooobo
goooooobooogbobboooboIPDOO
gbooboooboobobooooobooogo
gboooboboooboobobobonooo
gbooboboooooboooooooooon
gboobooobooboobobooobooong
gooobooboboobobooobooobd
ooboooIpOOO0O0O0OO0OODOOOOD
gboobobooboobuoooobadoog
gbobobobooboobooooboobo
goooboboooboboobobooon
gbobooboboboobuoobobodobdg

gbooobobobooboboboboboobo
gooobobooboooboboboooba
gbooabboobogboobbod

gboobooboboobooobooooboboo
gooobooboboboooboboboboo
googooobboooboboboooooon
gbobbooboooboobooboooboo
gbooobooboooobobooboobo
ooooo

2 0oOood

21 0000O0OO00

00000000000000000000
00000IPO0OO0OOOOOOOOOOOOD
0000000000000000032000
OIPv40000000 200000065536
0000000000000000000000
0000IPO0ODOOO65360 0000000
000 BOOOOODOOODOOODOOOOODO
000000000000000000000
0000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
0000000000000000000

22 0JO00OO0OO0OOOd

uboboooboobobooboboong
gboooboooboooobobonoooog
gboooboobobobooboboobd
gugooboboboobobobbbooooooooad
gboboobobooobooobooboooooog
gboooboooobooboboobooo
gboooboobobobooboIp0OOn
goboooobogpboobbOoobog s
goboboooooIipPOOo0obooooooon
oo0o0oooooo0ooooo0o0on P00
gbobooooboobooboobonooa
goboobooooooobobooboobooo
goooboboooobobooobogoboon
goboogoIipO00bD0oOobDOoOoOO NODDO

— 724 —



000000000000000 log(Ne+1) 0
D000ON,00000000000N,000
0000000 IPO00D0O0O0OOOOOO0
000000000000 IPO0ODO0OOOO0
000000000000000000000
00000000000000001IPOO0
000000000000000000000
000000000000000000000
0000000000000 log(Ns+1)000
00000000000000 x, = {4p}5257°

0000 2,00

P
rp = 2log(N, +1) (1)

S

ugooo

23 000OO0OOO0O

000000000000 0000O0000
0000000000000000000000
0D00000000000000000000
0[20000000000000MO000
000 ¢G,000000000000 #,00
00000000000 MOOOOOOOO
00000 z,00000 ¢;0000000
00000 di(C;,C;) 000 (2)000000
00000000000 2000000000
0000000dy(2ie,®53) 00000000
0000000000000 00000000
0000000000 O00O0O00

di(Cs, Cj) = max(da(®ia, Tjp))  (2)

a,b

Tiq € C,-,:cﬂ, S Cj (3)

24 0ODO0O0OO0OOO0OOOODO

udoboboooboboooonoboboooon
Joooobgooooooboooooonon
JobobodoboOobOobOoOoogbess3sedd
ggooboboooooboboobobobouoogon
gbdbdboooboobobboobooooon
0000000 Isomap[3] 0000 OIsomap O
gooooooooogoooooobooan

00000000000 MDSB|DOOOOO
O0O0O0O0O0OMDSOOOOOO0DODO Agorithm
100Isomap 00000000 Algorithm 20
oon

Algorithm 1 Multi-Dimensional
(MDS)

Scaling

1: Input D € R™™", D;; =0,D;; > 0.

2: Set B=—JHDH, where H = I — 111
is the centering matrix.

3: Compute the spectral decomposition of
B:B=UAU"

4: Form A, by setting [A,,];; = max(A;5,0).

5. Set X = UA%n.

6: Return [X|,xq-

Algorithm 2 Isomap
1: Input x4, -, x,, k.

2: Form a k-nearest neighbor graph with edge
weighs W;; = ||x; — x;|| for neighboring
points x; and x;.

3: Compute the shortest path distances be-
tween all pairs of points using Dijkstra’s
or Floyd’s algorithm.

4: Store the squared distances in D.

5. Return Y = M DS(D).
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