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Abstract Since all the incoming unidirectional packets destined to Darknet do not consist of payload,
information available from packet headers such as time stamp, source IP addresses, destination port
numbers, and packet size are commonly used for Darknet traffic analysis. However, information obtained
through IP address is limited. For instance, it is not an easy task to differenciate systematic port scans
that arrive intermittently from the ones generated by new worm outbreaks. Based on the observation, this
work aims to extend the information of source hosts by using two techniques: traffic pattern extraction
and OS finger printing. Throughe the analysis of Darknet traffic data that is collected from /20 size
Darknet for two years, we report several case studies that sucessfully demonstrate the usefulness of our

approach.
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