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Abstract Targeted attacks using PDF (Portable Document Format) files that contain exe-
cutable files are popular. Finding malicious code such as JavaScript from a PDF file is the
most popular method to detect malicious PDF files. On the other hand, we focus on features of
malicious PDF files that contain executable files. The features are , for example, the malicious
PDF files contain parts that can not be parsed, or the malicious PDF files contain data that is
not related to display contents of the PDF files. In this paper, we propose investigating these
features to detect malicious PDF files. The experimental result using 164 PDF files that contain
executable files shows the effectiveness of the methods. The methods could detect 99.4% of the

malicious PDF files in the experiment.
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