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« AV Comparatives[1]

o FERVILDT T V7HRY T bH90%LU EDIRHERTREREDH D
Webt - "D T IR 72 &5 + Bl
« TRANT—HFRE(CUNELUZURL (ETT771)LA\DEERY

> 2X>Drive-by download&3) YFEN TR LUZURL, AR
BNSIREENTIZURLE

We use our own crawling system to search continuously for malicious sites and extract malicious URLs

(including spammed malicious links). We also search manually for malicious URLs. If our in-house crawler

does not find enough valid malicious URLs on one day, we have contracted some external researchers to
provide additional malicious URLs (imitially for the exclusive use of AV-Comparatives) and look for addi-
tional (re)sources.

AV Comparatives: Whole Product Dynamic “Real-World” Protection Test — (March-June 2013),
http://www.av-comparatives.org/wp-content/uploads/2013/07/avc_prot_2013a_en.pdf &K D5|H
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Firefox¥Profiles¥</item>

<item>C:¥Users¥user¥AppData¥Roaming¥Microsoft
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>

Copyright © NTT Communications Corporation. All right reserved. 1 2

</Files>



B> Rikw O X8R
« MWS Datasets 2013@DFFRI

Dataset 2013[13] v>;:%m
+ Cuckoo Sandbox TR -

. TILI T T72,64MBAOEBTOY Y
o FEMTEISRIMIKCOETIO071)L

INPEANII SN

(JSONH?EE) Eﬁg URL3H
o BRATEERTD 7 1)L PFEAIRIBOD X G 7 AN L=
$I§ 7‘5“/00 X~
.« APITI—JL [ 7720zt |
. BFOHIUELTOTIEILEL
SZ KR T AL

« RXYNI—DOPOF14EFTa%E

el Global ICT Partner
”rrcommun’catlons Innovative. Reliable. Seamless.

ccccccccc © NTT Communications Corporation. All right reserved. 13



FFRI Dataset 2013MD# (id=560)

"info": {
"category": "file",
"started": "2013-04-09 04:44:53",
"ended": "2013-04-09 04:47:15",
"version": "0.5",
(&Bg)
"category": "filesystem",
"status": "FAILURE",
"return”: "Oxc0000034",
"timestamp": "2013-03-28
11:05:10,828",
"thread_id": "1396",
"repeated": 0,
"api": "NtOpenFile",
"arguments": [

{
"name": "FileHandle",
"value": "0x00000000"
iy
{

"name": "DesiredAccess",
"value": "0x001200a9”
(&HBg)
"summary": {
"files": [
"C:¥¥WINDOWS¥¥system32¥¥msctfime.ime",

"C:¥¥DOCUME~1¥¥cuckool1¥¥LOCALS~1¥¥Temp¥¥2632
645C17E1985396F0033D15EE253F.bin.2.Manifest",

"C:¥¥DOCUME~1¥¥cuckool¥¥LOCALS~1¥¥Temp¥¥2632
645C(1é7|E£1)985396F0033D15EE253F. bin.3.Manifest",
: 7. \mn

14

"http": [
{

"body": "",

"uri":
"http://imp.XXXXXXXXXXXXXXXXX.com/impression.do/?us
er_id=5bf96358-336b-4339-b511-
47279b470712&event=setup_run&spsource=engageBD
R_downloadmanager-US-
direct&subid=(null)&traffic_source=engageBDR&offer_id
=downloadmanager",

"user-agent": "||Mozilla/5.0 (Windows NT
5.1) AppleWebKit/537.11 (KHTML, like Gecko)
Chrome/23.0.1271.97 Safari/537.11",

"method": "GET",

"host": "imp. XXXXXXXXXXXXXXXXX.com",

"version": "1.1",

"path": "/impression.do/?user_id=5bf96358-
336b-4339-b511-
47279b470712&event=setup_run&spsource=engageBD
R_downloadmanager-US-
direct&subid=(null)&traffic_source=engageBDR&offer_id
=downloadmanager",

"data": "GET
/impression.do/?user_id=5bf96358-336b-4339-b511-
47279b470712&event=setup_run&spsource=engageBD
R_downloadmanager-US-
direct&subid=(null)&traffic_source=engageBDR&offer_id
=do:

(&%)
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URLHH D]

EAIE

c1]]n

mhost&pathZzEZ2DFEFED/RIFZURL BDNSOTITURUL
# id=1013& DIRR # id=1027 & D1k
"http": [ "http": [

pody”: ™, JDody™: ™,

"http://app2.xxxxxxxx.com/http://app2.
XXXXXXXX.com/app.asp?prj=5&pid=wskl&logdata=MacT
ryCnt:0&code=&ver=1.0.0.100&appcheck=1",

"method": "GET",

"host": "app2.winsoft3.com",

"version": "1.1",

"path": "http://app?2.
XXXXXXXX.com/app.asp?prj=5&pid=wskl&logdata=MacT
ryCnt:0&code=&ver=1.0.0.100&appcheck=1",

"data": "GET http://app2.
XXXXXXXX.com/app.asp?prj=5&pid=wskl&logdata=MacT
ryCnt:0&code=&ver=1.0.0.100&appcheck=1
HTTP/1.1¥r¥nHost: app2. XXXXXXXX.com¥r¥n¥r¥n",

"port": 80

e

Copyright © NTT Communications Corporation. All right reserved.
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“http://xxxxxx.1ywsk79gm7g3iq9w.com/?cEI17q20=%9
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3%93u%82%94%9D%D3X%A7%E8%A2%E7%E5%CA
%C4T%A6%E2%DB%B0%A0Nj%9D%93%A3%D5%9A
%A6%DB%9A%A4x%B3%95%DA%CC%A9%86hI%AAI
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FFRI Dataset 2013

. 4 (id=1199, 1496, 1578, 2567) [CDLTIZISONFERD T 7

AL ILASER TN TV B =D ESTH S (ZBRIH
e 2,6404&{KICDULINT

HTTP&EE®HY DIRIK 256
EXURL 1,628
aA=——%URL 628
1=——27FQDN 147

o FI9%DARIAKRDFH THTTPIEIS

o EANURLEICXT I B -—2TURLENIHFI38%
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1] )

T<FTYITXER>

C:¥¥Documents and Settings¥¥cuckool¥¥Cookies¥¥index.dat
C:¥¥Documents and Settings¥¥cuckool¥¥local
Settings¥¥History¥¥History.IE5¥¥index.dat

<TSwvOUX K>

http://xxxxxxx.net/826/759.html
http://sp3.xxxxxx.com/?dm=elacyts.net&acc=3F254F8E-C939-4DF2-84B2-
CA2A97E466E5

http://xxxxxxx.net/501/751.html

hH'p '//yyyyyyyyyyy co m/4Q7’/R7? html
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