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“info”: {},
“yara”: [],
“signatures”: [],
“virustotal”: {},
“static”: {},
“dropped”: [],
“behavior”: {},
“target”: {}
“debug”: {},
“strings”: [],
“network”: {}
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e.g. virustotal D& &= D

“scans”: {

“AV NAME": { { "
calls": [
"detected": true or false, {
"version": “version", "api": “APl name",
"result": “virus name", "arguments": [
"update": “update” {
) "name": “name 1",
) "value": “value 1”
b
{
"name": “name 2",
"value":“value 2“
}
]
b
b
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L api=“LGD”,
arguments: [

{- I I I S .
I “hame: “EN”,

I “value”: “WINDOWS”,

I
{- I N N - @
Illname": IIMHII’

l“value”: “0x00000000” !
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* "RegOpenKeyExW":"Registry":"0x80000002":"SubKey“
"SoftwarenMicrosoftnCOM3":"Handle":"0x000000f4"

 "LdrGetProcedureAddress":"ModuleHandle":
"Ox77cf0000":"FunctionName":"CalINextHookEx":"Ordinal":"0"

 "NtCreateSection":"SectionHandle":"0x00000070":"DesiredAccess":
"0x00000004":"ObjectAttributes:":"FileHandle":"0x0000006c"

e "LdrLoadDII":"Flags":"522168":"FileName":"uxtheme.dll":

"BaseAddress":"0x58730000"

e "LdrLoadDII":"Flags":"522348":"FileName":

"C:nWINDOWSnsystem32nuxtheme.dll":"BaseAddress":"0x58730000"
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